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REAUTHORIZATION OF 
THE DEFENSE PRODUCTION ACT 


THURSDAY, JUNE 5, 2003 

U.S. Senate, 

Committee on Banking, Housing, and Urban Affairs, 

Washington, DC. 

The Committee met at 10:01 a.m. in room SD-538 of the Dirksen 
Senate Office Building, Senator Richard C. Shelby (Chairman of 
the Committee) presiding. 

OPENING STATEMENT OF CHAIRMAN RICHARD C. SHELBY 

Chairman Shelby. The hearing will come to order. 

The purpose of this morning’s hearing on the Defense Production 
Act is to examine its continued relevance, as well as whatever 
modifications may be required as a prelude to its reauthorization. 

The Defense Production Act was originally passed in response to 
the outbreak of war on the Korean Peninsula. Following the end 
of World War II, the United States had undertaken a major reduc- 
tion in the size of its armed forces. A combination of the end of war 
in Europe and the Pacific and the role that would be played in 
deterring the emerging threat from the Soviet Union by the intro- 
duction into the American arsenal of nuclear weapons seemed to 
dictate the need for far fewer conventional forces. With a much 
smaller military, industrial facilities that had been converted from 
commercial to military use to support the war effort reverted back 
to their original function. The North Korean attack on South 
Korea, however, jolted the American defense establishment back to 
reality with respect to conventional military requirements. 

Increasing the size of the armed forces was one task. Equipping 
existing and emerging units for combat, however, was an entirely 
different matter. It was in that context that the Defense Production 
Act of 1950 was passed. The Department of Defense desperately 
needed American industry, that part of it that could support the 
new war effort, to adapt its production lines once again for military 
needs. The Defense Production Act was the statutory vehicle that 
provided the Government authorities it needed to respond to the 
sudden onset of war. Despite innumerable modifications over the 
decades, the Defense Production Act remains in large measure 
what it was originally intended to be: The means by which the U.S. 
Government ensures that commercial industry is responsive to the 
requirements of the military in the event of a crisis. 

Just as the U.S. economy adapted to the end of the Second World 
War by ramping down that part of it involved in the production of 
military equipment, so the economy again responded to the end of 
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the cold war. The defense industrial base underwent a major con- 
traction. According to the National Defense Industrial Association, 
some 2.5 million defense workers left that segment of the economy 
in the decade following the collapse of the Soviet Union, and half 
of the Nation’s 60,000 defense companies — 30,000 companies — left 
the defense business. Manufacturers of many major weapon sys- 
tems are precariously dependent on decreasingly small numbers of 
suppliers for components. In addition, the mind-numbing number 
of defense mergers and acquisitions over the past 10 years has con- 
tributed to the evolution of an increasingly precarious defense 
industrial base. In short, the ability of the economy to respond rap- 
idly to emerging national crises has become the source of increas- 
ing concern to those who follow industrial base issues. 

It is in this context that we are here today examining the De- 
fense Production Act. The DPA expires at the end of the current 
fiscal year, and it is the responsibility of the Committee to draft 
succeeding legislation. That is why this hearing was called, so that 
we can hear from some of the key Federal agencies involved in 
using the authorities provided by the Defense Production Act. To- 
day’s panel is composed of officials from the Departments of De- 
fense, Commerce, Homeland Security, and Energy. 

As the witnesses will illuminate, Defense Production Act authori- 
ties continue to be used on a regular basis today, more than 50 
years after the Act’s original passage into law. It has been used to 
expedite production and fielding of weapon systems that have 
played a vital role in the conduct of military operations. The Act’s 
authority to prioritize was key to the rapid fielding of Predator 
UAV’s armed with Hellfire missiles and the provision to the British 
military of satellite communications technology essential to the 
conduct of joint operations in Afghanistan. It was used to procure 
precision-guided munitions, supplies of which were being exhausted 
by their greater-than-ever rates of expenditure. Other agencies, as 
I have indicated, also utilized DPA authorities, as was seen in the 
Transportation Security Administration’s use of them to acquire ex- 
plosive detection devices for the Nation’s airports. 

The Administration’s budget request for fiscal year 2004 includes 
as part of DPA reauthorization $200 million for radiation-hardened 
electronic components, a special request that hopefully will not 
have to be repeated for future activities, but the justification of 
which in this instance does, I believe, pass the sniff test. Finally, 
the Administration has requested that Section 707 of the Act be 
made part of a permanent law and no longer subject to periodic re- 
authorization. The Administration’s justification for this request is 
the serious need to avoid a recurrence of what happened during 
Operation Desert Shield, when the Civil Reserve Air Fleet was ac- 
tivated and commercial aircraft were drafted into the war effort. 
Section 707 provides commercial businesses indemnification from 
lawsuits resulting from their having to respond to emergency 
taskings at the demand of the Federal Government. 

While the Departments of Defense, Commerce, and Homeland 
Security are represented here today because of their roles in re- 
sponding to crises, the Department of Energy is principally rep- 
resented here today to discuss a slightly less comfortable issue: The 
possible abuse of DPA authorities by both the previous and current 
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Administrations to provide relief to the State of California during 
the period of rolling blackouts. This highly questionable use of DPA 
authorities represents precisely the type of Government action that 
must be very closely scrutinized. My predecessor here as Chairman 
of the Committee, Senator Gramm, held a hearing on this subject 
2 years ago. As the DPA expires soon and consequently needs to 
be reauthorized, I felt this was a good opportunity to address the 
matter once more for the purpose of preparing legislation. 

Testifying before the Committee today are Suzanne Patrick, Dep- 
uty Under Secretary of Defense for Industrial Policy; Ronald Sega, 
Director of the Defense Department’s Office of Defense Research 
and Engineering; Karan Bhatia, Deputy Under Secretary of Com- 
merce for Industry and Security; David Paulison, Director of the 
Department of Homeland Security’s Emergency Preparedness and 
Response Directorate; and Denise Swink, Acting Director of Energy 
Assurance, Department of Energy. We look forward to all of your 
testimony. 

First, I want to recognize Senator Allard. 

COMMENTS OF SENATOR WAYNE ALLARD 

Senator Allard. Mr. Chairman, I do not have any statements 
that I want to make at this time. I do have a statement I would 
like to submit for the record, and I ask unanimous consent that it 
be made part of the record. 

Chairman Shelby. Without objection, so ordered. 

Senator Allard. I want to welcome my good friend, Dr. Sega, to 
the panel. I look forward to hearing your comments. 

Thank you, Mr. Chairman. 

Chairman Shelby. Thank you, Senator Allard. 

All of your written testimony will be made part of the hearing 
record in its entirety, and if you would briefly sum up your perti- 
nent, most important remarks. 

We will start with you, Dr. Sega. 

STATEMENT OF RONALD M. SEGA 
DIRECTOR, DEFENSE RESEARCH & ENGINEERING 
U.S. DEPARTMENT OF DEFENSE 

Mr. Sega. Good morning, Mr. Chairman and Members of the 
Committee. I appreciate the opportunity to share with you the De- 
partment of Defense views regarding the Defense Production Act 
and the role it plays in helping to obtain goods and services needed 
to promote the national defense. Although enacted originally in 
1950, the Act provides statutory authorities still relevant and nec- 
essary for the Nation’s defense in the 21st Century. 

The DPA is providing the Department with the tools required to 
maintain a strong response base necessary for our armed forces. I 
want to express the Department’s support for reauthorizing the De- 
fense Production Act. A key component of DPA is Title III, which 
will be the focus of my testimony. The Deputy Under Secretary of 
Defense for Industrial Policy, Ms. Suzanne Patrick, will follow with 
a discussion of Title I and briefly touch on some of the key compo- 
nents of Title VII. 
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Title III provides the President unique authorities that are being 
used to establish, expand, and maintain essential domestic indus- 
trial capacity needed to field advanced systems for today and the 
future. The primary objective of the Title III program is to work 
with U.S. industry to establish viable production capabilities for 
items essential to our national security. The Title III program is 
also being used to transition emerging technologies. 

A success story is a good way to highlight the benefits of the pro- 
gram. Gallium arsenide is a semiconducting material used in the 
fabrication of advanced electronic devices. At the outset of the 
gallium arsenide Title III project, long-term viability of the U.S. 
gallium arsenide wafer supplier base was in doubt. Foreign firms 
dominated the industry with about 75 percent of the world’s mar- 
ket share. 

With the help of Title III, the U.S. producers made a dramatic 
turnabout. By the year 2000, these contractors accounted for 65 
percent of wafer sales worldwide. Their combined sales of gallium 
arsenide wafers grew by near 400 percent. In addition, the wafer 
prices dropped by approximately 35 percent. This reduction in 
wafer prices and improvement in wafer quality resulted in signifi- 
cant reductions in defense costs for critical electronics. 

DOD is initiating two new projects this year. One of these 
projects will be establishing production capacity for Yttrium Bar- 
ium Cooper Oxide superconductor wire. 

Projects initiated in fiscal year 2002 include a project for radi- 
ation hardened microelectronics, which you mentioned. This project 
illustrates the key role Title III plays in providing our armed forces 
with the technologies they need to be successful on the battlefield. 
We were in danger of losing our last remaining suppliers of these 
critical components needed for our strategic missile and space 
systems. Because of the small number of components that the 
Department buys and limited commercial demand, our current sup- 
pliers were unable to generate sufficient revenues to purchase the 
production equipment needed to produce radiation hardened micro- 
electronics at the feature size needed to meet future defense re- 
quirements. Title III is helping these companies with equipment 
purchases and modernization to remain viable suppliers, capable of 
supporting future defense requirements. Without Title III, it is 
likely we would have lost this critical production capability. 

Most provisions of the Defense Production Act are not permanent 
law and must be renewed periodically by Congress, as you pointed 
out. The Department supports reauthorization of the Defense Pro- 
duction Act until September 30, 2008. In addition, we are request- 
ing an increase in the statutory authority limit contained in Sec- 
tion 303 to $200 million to correct the industrial resource shortfall 
for the radiation-hardened electronics project. The DPA requires 
the Department to obtain specific authorization for any Title III 
project that exceeds $50 million. The expected cost of the radiation 
hardened electronic project is $167 million. However, we are asking 
for authority up to $200 million in the event of unexpected cost in- 
creases for the project. 

In conclusion, the DOD needs the Defense Production Act. It con- 
tains authorities that exist nowhere else. Current world events 
make these authorities more important than ever. DPA is a proven 
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mechanism. Its array of authorities have helped us meet the chal- 
lenges of the last 50 years. By judiciously applying its authorities 
to the challenges facing us today, the DPA will see us to a more 
secure future. I hope that I have conveyed to you the significant 
role the Defense Production Act plays in ensuring our Nation’s de- 
fense. The Department fully supports the bill before the Committee 
to reauthorize the DPA. 

Thank you very much for the opportunity to discuss the Defense 
Production Act. 

Chairman Shelby. Thank you, Dr. Sega. 

Ms. Patrick. 

STATEMENT OF SUZANNE D. PATRICK 
DEPUTY UNDER SECRETARY FOR INDUSTRIAL POLICY 
U.S. DEPARTMENT OF DEFENSE 

Ms. Patrick. Good morning, Mr. Chairman, Senator Allard, and 
Members of the Committee, their staff, and other people in the au- 
dience. I really appreciate the opportunity to share with you the 
DOD views regarding the Defense Production Act. 

As Dr. Sega indicated, this Act provides statutory authorities 
that are vital for DOD, both in time of contingency or conflict, as 
well as during peace. It helps DOD obtain the goods and services 
we need to promote national defense. 

With your permission, I will be summarizing the testimony I 
have submitted for the record. Dr. Sega talked about Title III. My 
testimony today focuses on Title I of the Defense Production Act, 
and I want to briefly mention Title VII of the Act, which is also 
very important to the Department. 

As you know, the Defense Production Act Titles II, IV, V, and VI 
have been repealed. I particularly want to describe to you today 
why Title I authority is important and how we are using it today. 

Title I, which addresses priorities and allocations, provides the 
President the authority to require preferential performance on con- 
tracts and orders, as necessary or appropriate to promote the na- 
tional defense. These authorities are important in peacetime and 
vital in the event of conflict. These authorities are implemented 
through the Defense Priorities and Allocations System and applied 
via contract clauses. The clauses are like insurance. They are 
present in nearly all defense system contracts, subcontracts, and 
orders, but actually executed only when absolutely necessary. 

During peacetime, Title I authorities are important in setting 
priorities among defense programs that are competing for scarce 
resources and industrial production of parts and subassemblies. 
Delayed industrial supplies increase costs of weapon systems and 
affect our readiness. DPAS serves as an important tool to prioritize 
and accelerate deliveries and minimize cost and schedule delays for 
the Department’s orders. 

During times of conflict, DPAS is vital, indeed, indispensable. 
DPAS gives the Department of Defense the necessary power and 
the flexibility to quicken deliveries in order to address critical 
warfighter needs effectively and expeditiously. The role of DPAS to 
increase interoperability and assist allies is also very important. 

I would like to mention three specific cases that illustrate the ab- 
solutely necessary power that DPAS provides the Department, and 
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Chairman Shelby has actually mentioned some of these in his 
opening remarks. 

Predator UAV’s armed with Hellfire missiles were used for the 
first time in Afghanistan. They included an upgraded sensor pack- 
age, the Multi-Spectral Targeting System. The contractor’s original 
delivery date for these systems was March 2003, just a couple 
months ago. Using DPAS, we jumped this order to the head of the 
production line, and the contractor was able to deliver three sys- 
tems in December 2001, 18 months earlier than originally prom- 
ised. Since that time, we have further used DPAS to accelerate 40 
additional Multi-Spectral Targeting Systems. We are all aware of 
the dramatic impact that unmanned Predators had in waging war 
in Afghanistan, and most recently in Iraq. 

During Operations Enduring Freedom and Iraqi Freedom, a new, 
lighter kind of body armor proved remarkably effective in mini- 
mizing fatal battlefield injuries. That latest generation Army and 
Marine body armor is comprised of protective vests with inserts 
made of an extremely tough fiber — Spectra — which is bonded to a 
ceramic plate. We used DPAS authority to direct the Spectra man- 
ufacturer’s production to the highest priority Army and Marine re- 
quirements in order to maximize small arms protection for the 
warfighters. 

Let me now give you an example for our allies. For Operation 
Iraqi Freedom, the U.K. MOD needed Precision Lightweight GPS 
Receivers. The U.K. requirements were critical to the warfighting 
effort. We used DPAS to give the U.K. order an industrial priority 
rating and it was moved ahead of some lesser priority U.S. orders 
that were not needed for deployed forces or for deploying forces. 
The U.K. received the equipment in a timely manner to support 
their forces and our forces in theater. 

I would like to conclude my remarks on Title I of the DPA by 
noting that our warfighters are the real DPAS beneficiaries. Lim- 
iting our authority to apply these provisions has the potential to 
put their lives at risk. 

Turning now to Title VII, I want to briefly express support for 
these authorities, also very important for the Department. Title VII 
contains miscellaneous provisions, including enforcement mecha- 
nisms, which help protect the Nation’s security. For example, Sec- 
tion 707 provides that, “No person shall be held liable for damages 
or penalties for any act resulting from compliance with rules, regu- 
lations, or orders issued under the Defense Production Act.” This 
provision is necessary to protect suppliers from breach of contract 
claims when commercial contracts are displaced in the interest of 
national security. This provision should be permanently authorized 
in order to protect contractors during periods when the Defense 
Production Act has lapsed, as has happened temporarily. 

Section 721 represents another example of important Title VII 
authorities. Section 721 allows the President to suspend or prohibit 
a foreign acquisition of a U.S. firm when that transaction would 
represent a credible threat to the national security of the United 
States and imposes remedies to eliminate that threat that are not 
available under other statutes. This authority is increasingly im- 
portant in today’s globalized, industrialized environment. 
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In closing, I would like to reaffirm the DPA authorities are crit- 
ical as a tool in the Department of Defense’s arsenal. Time and 
again, particularly during times of conflict, we use DPA authorities 
to promote our Nation’s security. Given the challenges in the cur- 
rent uncertain environment, we urge you to remove the uncertainty 
associated with the short duration of these authorizations and re- 
authorize the Act through September 30, 2008. It would be very 
difficult for the Department of Defense to meet its national security 
responsibilities without these tools. 

Thank you very much. 

Chairman Shelby. Mr. Bhatia. 

STATEMENT OF KARAN K. BHATIA 
DEPUTY UNDER SECRETARY FOR INDUSTRY AND SECURITY 
U.S. DEPARTMENT OF COMMERCE 

Mr. Bhatia. Thank you, Mr. Chairman, and other Members of 
the Committee. I appreciate the opportunity to testify before you 
today on the reauthorization of the Defense Production Act. 

The Commerce Department fully supports extension of the DPA. 
We do so because in our experience the DPA has been a critically 
important tool in enabling Government to work effectively with in- 
dustry to meet contemporary challenges to our security. My written 
statement, supplied for the record, discusses in detail the various 
ways in which the Commerce Department is involved in the exer- 
cise of DPA authorities and provides a number of relevant exam- 
ples. In the interest of brevity, I won’t duplicate that 
testimony here. But I would like to briefly identify several authori- 
ties under the Act that facilitate particularly key Commerce De- 
partment activities. 

First, under Title I of the DPA, the Department administers the 
Defense Priorities and Allocations System, which Ms. Patrick just 
discussed as well. DPAS seeks to ensure the timely availability of 
products, materials, and services that are needed to meet national 
defense and emergency preparedness requirements with minimal 
interference to the conduct of normal business activity. It does this 
by creating a system of priority ratings that can be attached to pro- 
curement contracts by agencies to which Commerce has delegated 
rating authority, such as the Department of Defense. The DPAS 
also provides an operating structure to support a timely and com- 
prehensive response by U.S. industry in the event of a national 
emergency. 

In addition to the DPAS, the DPA also provides authority to the 
Commerce Department to collect data, perform analysis, and pre- 
pare reports on critical defense industrial base issues, and specifi- 
cally it requires the submission to Congress of annual reports 
analyzing offsets in defense trade. It is also the source of authority 
for the reports that Commerce prepares each year, commonly at 
the request of Congress or the armed forces, analyzing various sec- 
tors of the defense industrial base. 

Let me pause in this context to note the Commerce Department 
for a minor but we believe important amendment to the DPA that 
would clarify that the President’s investigative authorities under 
the DPA encompass the authority to obtain information necessary 
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to produce such industry studies. The current Section 705 of the 
DPA provides the Commerce Department investigative authority 
regarding the defense industrial base, and we have used this au- 
thority in the performance of our industrial base assessments. And 
while we are confident that this is consistent with Congress’ intent, 
we think it would be helpful if that intent were made completely 
explicit in the language of Section 705, and to that end, we support 
a slight amendment that would make clear that the investigative 
authority “includes the authority to obtain information in order 
to perform industry studies assessing the capabilities of the U.S. 
industrial base to support the national defense.” Such an amend- 
ment has already been approved by the House Committee on Fi- 
nancial Services. 

Finally, the DPA authorizes review of the national security impli- 
cations of foreign acquisitions of U.S. companies and, if necessary, 
the prohibition of acquisitions where there is credible evidence that 
the foreign interest acquiring the U.S. company might take action 
that threatens to impair U.S. national security. The Commerce De- 
partment is one of the Federal agencies that participates in the 
analysis of such a transaction. 

When this Committee last convened at a hearing to consider re- 
authorization of the DPA almost 2 years ago, none of us could have 
predicted the security challenges that the United States would soon 
encounter at home and abroad, nor the important role that DPA 
authorities would play in meeting those challenges. But they have 
played precisely that role. Pursuant to DPA authorities, the DPAS 
has worked to secure delivery of a number of items ranging from 
guidance system components for “smart bomb” munitions to search 
and rescue radios for both U.S. and allied forces. 

Here at home, the DPA has helped facilitate a number of post- 
September 11 initiatives to secure the homeland. DPAS support 
has been provided to the FBI to upgrade its communications and 
data-processing capability, to the Transportation Security Adminis- 
tration, as Senator Shelby mentioned, to achieve timely delivery of 
explosive detection systems equipment, and we are currently work- 
ing with the Department of Homeland Security regarding possible 
DPAS support for the Customs Service’s Automated Commercial 
Environment Port Security System. 

Finally, DPAS authority has facilitated the completion of a num- 
ber of in-depth studies of the defense industry, including most re- 
cently a comprehensive analysis of the impact of offsets on defense 
trade over a 6-year period, and we understand that report has been 
well received by both Congress and industry. 

In short, thanks to this Committee’s work in reauthorizing the 
DPA 2 years ago, we have had in place vitally important statutory 
authority enabling the Federal Government to meet the new and 
diverse challenges to our security. As it has over the past 50 years, 
this statute has again demonstrated its utility and value. We 
strongly support its reauthorization. 

Chairman Shelby. Mr. Paulison. 
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STATEMENT OF R. DAVID PAULISON 
DIRECTOR, PREPAREDNESS DIVISION 
EMERGENCY PREPAREDNESS AND RESPONSE DIRECTORATE 
U.S. DEPARTMENT OF HOMELAND SECURITY 

Mr. PAULISON. Thank you, Mr. Chairman and Members of the 
Committee. On behalf of Secretary Ridge, I appreciate the oppor- 
tunity to appear before you this morning to support the 5-year 
reauthorization of the nonpermanent provisions of the Defense 
Production Act. 

The DPA is the President’s primary authority to ensure timely 
availability of industrial resources for both military and civil emer- 
gency preparedness and response. Expiration of these provisions 
would severely undermine the Nation’s ability to prevent, as well 
as respond to disasters that are truly catastrophic — whether nat- 
ural or manmade. 

The Department of Homeland Security combines many Govern- 
ment functions that focus on protecting our Nation’s borders and 
airports, among other activities, and ensuring that we are prepared 
for and able to respond to terrorist attacks and natural disasters. 
The Defense Production Act authorities are critical to the Depart- 
ment’s strategic objectives to prevent terrorist attacks within the 
United States, to reduce America’s vulnerability to terrorism, mini- 
mize the damage, and to hasten the recovery from attacks that 
may occur. 

Since September 11, 2001, we have seen the effectiveness of the 
Defense Production Act in reducing the Nation’s vulnerability to 
terrorism. Specifically, the Defense Priorities and Allocations Sys- 
tem authorized under Title I of the DPA, as you pointed out 
earlier, Mr. Chairman, was used by the Transportation Security 
Administration to expedite the production of explosive detection 
and communication systems within our major airports. Without the 
use of these priority orders, the manufacturers could not have de- 
livered these systems in a timely fashion. In addition, we expect to 
request assignment of a DPA priority rating from the Department 
of Commerce to support the Bureau of Customs and Border Protec- 
tion within our Department to obtain equipment that will enable 
us to track containerized shipping arriving at our borders. 

The Defense Production Act can also be used for preparedness, 
response, and recovery activities in catastrophic disasters such as 
an earthquake, a hurricane, or an incident involving a weapon of 
mass destruction. This use is being integrated into planning for 
such catastrophic occurrences now. 

DHS understands the need to have a Priorities and Allocations 
System ready to ensure the timely availability of resources to meet 
our civil emergency requirements. Such a priorities and allocations 
system will enable Federal, State, and local governments to acquire 
items needed urgently to meet the needs of affected populations 
when such items are not readily available in the marketplace. 
Without this system, our response and recovery operations could be 
severely hindered. 

Other DPA authorities are important to the DHS mission. These 
authorities include the use of: Financial incentives, subject to Pres- 
idential designation, to establish industrial capacity for products 
and services, such as vaccines to protect against biological agents, 
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under Title III; industrial agreements to enhance preparedness and 
response capabilities — for example, critical infrastructure protec- 
tion, under Section 708; and also an executive reserve to provide 
expertise from the private sector during an emergency, under Sec- 
tion 710. 

Within the new Department, DPA authorities reside with the 
DHS Under Secretary for Emergency Preparedness and Response. 
DHS is preparing departmental guidance on the use of these DPA 
authorities. Specifically, DHS is implementing its DPA responsibil- 
ities by: Serving as an advisor to the National Security Council on 
DPA authorities and national security resource preparedness issues 
and reporting on activities under Executive Order 12919; providing 
central interagency coordination of the plans and programs under 
the authorities of Executive Order 12919; developing guidance and 
procedures under the DPA for approval by the national Security 
Council; resolving issues on resource priorities and allocations; 
making determinations on use of priorities and allocations for es- 
sential civilian needs supporting the national defense; and coordi- 
nating national Defense Executive Reserve program activities of 
departments and agencies in establishing the National Defense Ex- 
ecutive Reserve units and providing guidance for recruitment, 
training, and activation. 

The Department of Homeland Security National Defense Execu- 
tive Reserve program is being evaluated in terms of what private 
sector expertise can be mobilized when needed to respond to today’s 
threats. The national Defense Executive Reserve units are valuable 
assets to several Federal departments and agencies, and the reau- 
thorization of the DPA is required to continue this program. 

The Department of Homeland Security also recognizes the impor- 
tance of Section 708 of the Defense Production Act that provides 
authority for the creation of voluntary industry agreements to sup- 
port preparedness for national defense and civil emergencies. This 
authority allows industry and the Federal Government to work to- 
gether to solve problems that inhibit the availability of resources 
in an emergency. The Homeland Security Act authorizes the use of 
this provision for critical infrastructure protection planning and in- 
formation sharing. Section 708 provides narrow antitrust and lim- 
ited liability protections for infrastructure sectors and industry 
that are asked to prepare preparedness plans. The Department of 
Homeland Security will be reviewing the guidelines of this program 
and determining if they need to be revised or streamlined to meet 
the current environment. 

We will work with the National Security Council, the Homeland 
Security Council, and appropriate Federal departments and agen- 
cies to ensure that the Department of Homeland Security issues 
proper guidance and procedures for the implementation of these 
DPA authorities. We view the DHS responsibilities under the DPA 
seriously, and we recognize the potential of the Act to support the 
efforts of other departments and agencies to prevent, prepare for, 
respond to, and recover from potential terrorist attacks and other 
emergencies. 

In summary, the Department of Homeland Security is committed 
to fulfilling its responsibilities under the DPA and recognizes the 
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potential to significantly enhance the Nation’s ability to respond to 
a homeland security threat. 

Thank you for the opportunity to appear today, and I will be 
pleased to answer any questions you might have. 

Chairman Shelby. Thank you, Mr. Paulison. 

Ms. Swink. 


STATEMENT OF DENISE SWINK 
ACTING DIRECTOR, OFFICE OF ENERGY ASSURANCE 
U.S. DEPARTMENT OF ENERGY 

Ms. Swink. Good morning, Mr. Chairman and Members. I am 
pleased to appear before the Committee in response to its request 
for testimony by the Department on the reauthorization of the De- 
fense Production Act. The Committee’s invitation letter requested 
the Department to address, in particular, the role of the Depart- 
ment of Energy in responding to crises in which Defense Produc- 
tion Act authorities are required. 

The DOE Office of Energy Assurance is responsible for protecting 
critical infrastructures and key assets in the energy sector. Our 
office leads the effort to ensure a secure and reliable flow of 
energy to America’s homes, businesses, industries, and critical 
infrastructure. In carrying out our mission, we work closely with 
the Department of Homeland Security and in partnership with in- 
dustry and State and local governments. The Department’s energy 
assurance program is conducted in direct support of the President’s 
National Strategy for Homeland Security and the President’s Na- 
tional Energy Policy. 

A comprehensive discussion of the authorities contained in the 
DPA and of how they might be used in responding to energy emer- 
gency situations is contained in a 1982 Department of Justice 
memorandum of law for the President which was submitted to Con- 
gress in compliance with the Energy Emergency Preparedness Act 
of 1982. The memorandum’s discussion of the DPA remains valid 
today. As the Justice Department’s memorandum makes clear, 
whether the Defense Production Act authorities placed in the Presi- 
dent might be useful in responding to energy crises would be highly 
fact-dependent. However, we do believe that a number of the Act’s 
provisions could be potentially useful in addressing energy needs, 
and I will address their past use by the Department and ways in 
which the authorities could be useful in the future. 

Title I of the Defense Production Act contains two separate pri- 
ority contracting provisions authorizing the President to require 
performance on a priority basis of contracts or orders in certain cir- 
cumstances. The Secretary of Energy has been delegated authority 
by the President to exercise the Title I priority contracting authori- 
ties, in Executive Order Numbers 11790 and 12919. The first provi- 
sion, Section 101(a) of Title I, deals with priority contracting to 
“promote the national defense.” Under Section 101(a), the Sec- 
retary may require performance on a priority basis of contracts for 
energy supplies that the Secretary deems “necessary or appropriate 
to promote the national defense.” This authority could be used, for 
example, to require the acceptance of and priority performance 
under contracts relating to production, deliver, or refining of petro- 
leum products or other forms of energy, including natural gas, to 
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meet the energy needs of the Department of Defense and its con- 
tractors. It also could be used to facilitate transportation of energy 
supplies to meet national defense needs, for example, by requiring 
pipelines, marine terminals, and other facilities to perform energy 
transport contracts necessary to meet the priority needs of the De- 
partment of Defense and its contractors. 

In determining what the national defense requires, it is clear the 
Secretary may consider the potential impact of shortages of energy 
supplies. In the Energy Security Act of 1980, Congress specifically 
designated energy as a “strategic and critical material” within the 
meaning of the Defense Production Act and also added language to 
the DPA Declaration of Policy that establishes a link between as- 
suring the availability of energy supplies and maintaining defense 
preparedness. The Defense Production Act’s Declaration of Policy 
states: “[I]n order to ensure national defense preparedness, which 
is essential to national security, it is necessary and appropriate to 
assure the availability of domestic energy supplies for national de- 
fense needs.” 

The second priority contracting provision in Title I of the Defense 
Production Act is 101(c), linked to facilitating projects that maxi- 
mize domestic energy supplies rather than to meeting the needs of 
the national defense. Section 101(c) authorizes the Department of 
Energy to require priority performance of contracts for goods and 
services for projects which would maximize domestic energy sup- 
plies, if the Secretaries of Energy and Commerce make certain 
findings, including that the goods or services are scarce and critical 
and essential to maximizing domestic energy supplies. If world cir- 
cumstances were such that the President directed a drawdown of 
the Strategic Petroleum Reserve, and coincident with that direction 
from the President there was a significant breakdown in the 
Strategic Petroleum Reserve facilities, that would be the type of 
circumstance where, if it were urgent to replace scarce and back- 
logged specialized pumps and other apparatus, the Department 
could rely upon Section 101(c) to bring the facility back online in 
an operational sense as promptly as possible. Absent the Defense 
Production Act, it would be exceedingly difficult to persuade ven- 
dors to put our order at the head of the line for fear of third-party 
contract liability that they otherwise might expose themselves to, 
even if they were otherwise willing to cooperate with the Depart- 
ment in the interests of the country. 

Section 101(c) also might be used alone, or in tandem with Sec- 
tion 101(a), to assist in restoring critical energy infrastructures fol- 
lowing widespread terrorist attacks or a natural disaster, for exam- 
ple, to assist electric utilities, oil companies, or other energy com- 
panies in obtaining equipment needed to repair damaged facilities, 
or to provide fuel oil or natural gas to electric utilities to ensure 
continued supply of electricity. 

Section 101(c) was used in the late 1970’s and again in the 1980’s 
and early 1990’s to facilitate petroleum production development of 
the Alaskan North Slope. The Department also relied on Section 
101(c), as well as 101(a), as a complement to the emergency provi- 
sions of the Natural Gas Policy Act, in its January 2001 orders, 
directed by former President Clinton, to the Pacific Gas and Elec- 
tric Company and a number of natural gas suppliers to ensure the 
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continued supply of natural gas necessary for continued availability 
of electric service in the central and northern regions of California. 

A third Defense Production Act provision which has been used in 
the past to address energy supply problems is Section 708, which, 
as Mr. Paulison mentioned, provides a limited antitrust defense 
and breach of contract protection for the industry participating in 
voluntary agreements and plans of action “to help provide for the 
defense of the United States through the development of prepared- 
ness programs and the expansion of productive capacity and supply 
beyond levels needed to meet essential civilian demand in the 
United States.” This provision has its roots in our World War II ex- 
perience and was an important vehicles for gaining the help of the 
oil industry during and after the Korean War. For example, in 
1951-52, a voluntary agreement under Section 708 was used to 
protect a group of oil companies which agreed to provide heating 
oil to redress a winter shortfall in New England. Later, Section 708 
was used for the first voluntary agreement of U.S. oil companies 
which had agreed to participate in the International Energy Agen- 
cy’s standby emergency preparedness programs. Subsequently, in 
1975, Congress enacted very similar voluntary agreement authority 
in Section 251 of the Energy Policy and Conservation Act. 

In the future, in the event of widespread damage to energy pro- 
duction or delivery systems caused by acts of terrorism or natural 
disasters, the DPA’s Section 708 voluntary agreement authority 
might be used in establishing a voluntary agreement of energy 
service companies to coordinate the planning of the restoration of 
the damaged facilities. 

Finally, to facilitate communications among stakeholders and to 
broaden our partnerships with the private sector, we have estab- 
lished Information Sharing and Analysis Centers among energy in- 
dustry stakeholders to improve infrastructure security. We expect 
to confer with the ISAC’s on all of the authorities available to the 
President and to the Department that might be useful in protecting 
and, if necessary, restoring critical energy infrastructures. 

The Secretary believes that the authorities the DPA confers on 
the President are important tools that should remain available to 
the President unimpaired to use in appropriate circumstances. Ac- 
cordingly, the Department joins the rest of the Administration in 
supporting a 5-year extension of the Defense Production Act. 

I will be pleased to respond to any questions. 

Chairman Shelby. Thank you. 

Senator Corzine, do you have any comments? I know you have 
to go somewhere. 

COMMENTS OF SENATOR JON S. CORZINE 

Senator Corzine. Thank you very much, Mr. Chairman. I do 
have a question. 

Chairman Shelby. Go ahead. 

Senator Corzine. I appreciate it very much. I will be brief. 

First of all, I think it is vital what you are doing, Mr. Chairman. 

Chairman Shelby. Thank you. 

Senator Corzine. I congratulate you for bringing this forward, 
and I thank the witnesses for their testimony. 
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I have a question that really relates to the financial services in- 
dustry and its critical nature with regard to our Nation’s infra- 
structure, and particularly some of the large dollar payments that 
are associated with the Federal Reserve System and other financial 
intermediaries that are connected to that. I know there is a high 
interdependence on that. Some of it actually is an international 
interdependence as well. Reliable and resilient telecommunications 
systems make that system work, and we saw some issues after 
September 11 where maybe some of those networks were not every- 
thing that one would have hoped they would be in their backup. 
A lot of circuit diversity might not have been in place. 

I really want to know whether in a large-scale attack or other 
situations whether there is thought of using the DPA in those cir- 
cumstances for building up some of that diversity, improving the 
reliability, whether that has been looked at in the Department of 
Homeland Security, potentially in Commerce. And I guess the basic 
question is: Do you think that this is the kind of application that 
the Act might be readily for — to encourage the private sector to 
participate more fully in developing that duplication, that redun- 
dancy that we might want in the system? Is that an appropriate 
application of the Act? I guess I will leave it there. 

Mr. Paulison. Yes, sir, I think it would be in the case of some 
type of catastrophic incident. We feel like the DPA does address 
our critical infrastructures, and that is part of our critical infra- 
structure. We are currently under HSPD-5 going through the DPA 
to make sure that it does address all of our critical infrastructures. 
Right now we think it does. We want to make sure, and we will 
have that report ready probably right around the first week in 
September, but definitely if part of our communications critical in- 
frastructure was destroyed that we could use this to rebuild that. 

Senator Corzine. How about in the forward planning of building 
in that redundancy? It may be for competitive reasons, in the same 
way that we heard other examples that there wouldn’t be the in- 
centive for the private sector to go into a situation where more 
monopolistic or at least — and I only mean that in the narrow 
geographical context, that there wouldn’t be a reason for that di- 
versity to develop. Could the Act be used without an incident? 

Mr. Paulison. I would have to do some significant research. If 
I am answering your question correctly, with our cooperative agree- 
ments that we do with the Federal Government and some compa- 
nies, I think the answer is yes. I think that by having companies 
go together and given the limited protection, we could use some 
type of redundancy between different — Company A and Company 
B providing the same types of communications systems, the answer 
is yes. But I can give you a more definitive answer after some re- 
search. I believe the answer is, yes, we can do that. 

Senator Corzine. I would appreciate very much a response in 
writing. 

Mr. Paulison. Absolutely. 

Senator Corzine. I would love to work with you and make sure 
those kinds of incentives are there. 

Mr. Paulison. I realize that is an important issue. 

Senator Corzine. And, really, it probably gets beyond the finan- 
cial services arena in a number of other critical infrastructure 
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nodes in the economy where the telecommunications industry tends 
to have one network, because there wouldn’t be a buyer otherwise, 
and there may be a real need to look at this. 

Mr. Paulison. Yes, and I think part of the answer to your ques- 
tion also is our interoperability issue with our radio communica- 
tions, especially with our first responders. We are putting monies 
out in the very near future — in fact, we are gathering proposals 
now from different States and different cities to evaluate those, and 
we have millions of dollars to put out there to do some prototype 
best practices, if you will, systems in different cities. I think that 
is the issue, the interoperability issue. And I agree with you, what 
we do not want is a nationwide communications system because 
that is very vulnerable. The system we have now where each city 
has its own communications system has its positives. There is no 
one point of attack. But also the negative is they cannot talk to 
each other. So that is one of the issues we are dealing — totally out- 
side the DPA. So, I think there is more than one approach to re- 
solving the issue you are talking about. 

Senator Corzine. Okay. I wonder if any of the other panelists 
have thought about this at all. 

Mr. Bhatia. Well, to go back to the immediately preceding point, 
Senator — the question of whether there is the ability to use DPA 
authority proactively — there was a critical amendment to the 
DPA — I think it was in 1994, the Stafford Act — which took the 
phrase “to promote the national defense” and defined “national de- 
fense” to include “emergency preparedness.” And if you trace 
through the definition a little bit, “emergency preparedness” in- 
cludes activities that would occur — that you would undertake obvi- 
ously after and during, but also before the act itself. 

So while this is always a very fact-driven kind of thing — you 
have to look at the particular case — I think it would be fair to say 
that by virtue of that 1994 amendment, it is contemplated within 
DPA that you would be taking activities beforehand, or that the au- 
thorities would be available to be used for activities that might 
occur beforehand in preparation of a hazard or national disaster. 

Senator Corzine. We would very much like to work with you on 
the elements that relate to these payment systems, which I think 
are very critical to our work and our economy. 

Thank you, Mr. Chairman. 

Chairman Shelby. Thank you, Senator Corzine. 

Senator Allard. 

Senator Allard. Thank you, Mr. Chairman. 

I would like to inquire a bit about the investigative authority 
that the Department of Commerce was requesting. Could you 
elaborate a little more on that? 

Mr. Bhatia. Sure. We produce studies, Senator, generally ana- 
lyzing the health of specific sectors of the defense industrial base, 
often at the request of Congress. To give you just one example, in 
the fiscal year 2003 appropriations bill there was a specific request 
put into the report language asking the Commerce Department to 
produce a report analyzing the health and welfare of the textile 
and apparel industry and the implications of that health and wel- 
fare to our national defense and to the armed forces. That is just 
an example. We have done other similar studies on other things. 
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The investigations that we do to satisfy those requests have a 
number of components to them. We look at open source informa- 
tion. We would with trade associations and with members of indus- 
tries. We work closely with the Defense Department and the armed 
forces. 

But one of the things that we do is we issue surveys to industries 
that would be within that area — so, for instance, the textile and ap- 
parel industry, asking questions such as “what is your health and 
welfare,” or things designed to get to that issue. And we do that 
under the investigative authorities of the DPA. The results of those 
surveys, the responses of the surveys have been very helpful to us 
in producing studies. 

Senator Allard. And your investigation’s purpose is to establish 
the criteria to determine whether you want to put these incentives 
toward the private sector? 

Mr. Bhatia. It is not incentives particularly. This would just be 
to do an assessment, really just a study of what the health and 
welfare is, and thereby inform Members of Congress or the Defense 
Department itself as to whether there is a problem in the area. 

Senator Allard. How do you look at, for example, exports of 
dual-use military equipment, that type of thing? 

Mr. Bhatia. I happen to wear two hats. We both in the Com- 
merce Department do DPA-related activities along the lines of 
what I described in my testimony. We also are the agency charged 
with administering our dual-use export control system. That is out- 
side of the scope of the DPA. We do that 

Senator Sarbanes. So, you are taking off one hat and putting on 
the other. 

Mr. Bhatia. Exactly. 

Chairman Shelby. You do not have anything — but as far as this 
Act is concerned, dual-use is not a consideration or anything? 

Mr. Bhatia. Again, we do look at dual-use export licenses under 
the Export Administration Act, but those activities are not ger- 
mane to the DPA. 

Senator Allard. Okay. Now, I think several of you were request- 
ing a 5-year reauthorization in the testimony. Do you think that is 
adequate, or do you want more or less? 

Mr. Bhatia. I know the other panelists may have something to 
say on this as well. Our view is that this is a good Act, and it pro- 
vides useful authorities both for our national defense and for our 
armed forces, and it is also useful for industry to have the security 
the DPA provides and to know that those authorities are out there. 

I think we would welcome a longer extension, but our sense is, 
just from looking at past history of extensions, that 5 years is prob- 
ably what we could expect. 

Senator Allard. I think we need to have adequate oversight on 
the legislative side also. 

Mr. Bhatia. Understood completely. 

Senator Allard. Are you receiving any complaints from your 
businesses about production requirements, whether they are unrea- 
sonable or unfair? What kind of complaints do you get from busi- 
nesses? I would be interested in hearing each panelist’s response. 

Ms. Patrick. What kind of production requirements were you 
alluding to? 
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Senator Allard. Well, do some businesses want to qualify for the 
program and others do not? Are there complaints in that regard? 
Or are there some that think that once they get into the program, 
maybe the requirements are too rigid and restrictive? I would like 
to get a feel of what concerns might be coming out of the private 
sector. 

Ms. Patrick. Yes, let me start with that. First of all, as I said 
in my testimony, the DPA is really a form of insurance that works 
to the benefit of the Department in terms of reprioritizing or reallo- 
cating under existing contracts. And so it is something that really 
is existing in the vast majority of the contracts that we have in the 
Department. I would say over 98 percent of them, in fact. And we 
really have not received any complaints, at least in my tenure, or, 
as I know from the historical memory of my staff, in terms of com- 
panies complaining about DPA authorities. 

We, on the other hand, do work very hard with companies when 
we have specific requirements that we need to prioritize to make 
sure that we do not in some way unnecessarily or excessively jeop- 
ardize their commercial markets or their ability to serve their com- 
mercial clients. And so when we implement the authority, it is 
really subject to some very close negotiations with the companies 
affected. 

One of the examples that I gave you on Spectra, for example, in- 
volving Honeywell, we worked very judiciously to make sure that 
our warfighters got what they needed, but we did not unduly put 
any strains on Honeywell’s production lines for other materials. 
And so it is something that, as I said, has worked very collabora- 
tively between the companies and the Department. But I am aware 
of no complaints with regard to the actual provision. 

Senator Allard. Mr. Chairman, I see that my time has expired. 
Thank you. 

Chairman Shelby. Senator Sarbanes. 

COMMENTS OF SENATOR PAUL S. SARBANES 

Senator Sarbanes. Thank you very much, Mr. Chairman. 

I was not here at the outset when they made their opening state- 
ments, but I do want to make one observation before I move to 
questions. 

Chairman Shelby. You proceed. Yes, sir. 

Senator Sarbanes. First, Mr. Chairman, I want to commend you 
for holding today’s hearing. The DPA is an important part of the 
responsibility of the Banking Committee, and its importance has 
been underscored by the witnesses at the table. It is not an issue 
that gets a lot of public attention, but it is a matter of seriousness, 
and I am pleased that you are focusing attention on it. 

I am a little concerned by the transmission of the Administra- 
tion’s request to the Congress for the reauthorization of the DPA, 
the one that is up here now. 

Chairman Shelby. Yes, sir. 

Senator Sarbanes. We last reauthorized the DPA in 2001. In 
fact, we had held an oversight hearing ahead of the Administra- 
tion’s submission of authorization, which came from the Federal 
Emergency Management Agency and was transmitted to this Com- 
mittee, the reauthorization request. 
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This year, the Administration’s transmission to the Congress re- 
questing a reauthorization came not from FEMA nor to the Com- 
mittee, but came from the Defense Department as part of the re- 
quest for the national defense authorization bill and went to the 
Vice President in his capacity as President of the Senate. 

Now, I recognize, of course, that the Department of Defense has 
a central interest in the workings of the DPA, but the DPA here- 
tofore — and I hope hereafter — is not under the jurisdiction of the 
Armed Services Committee, and under ordinary circumstances 
wouldn’t be considered as part of the defense authorization bill. 

I think this Committee has been attentive to its jurisdictional re- 
sponsibilities for the DPA, and, Mr. Chairman, I know you asserted 
our Committee’s role. 

Chairman Shelby. Absolutely. We are going to assert our 
jurisdiction. 

Senator Sarbanes. Absolutely. But I just wondered why it hap- 
pened this way. Perhaps it is because there was the disruption 
created by the transfer of FEMA to the Department of Homeland 
Security, which I gather now has the lead responsibility for the 
administration of DPA. And I guess that is really the first question 
I want to ask. 

Ms. Patrick. Senator Sarbanes, let me take that question for the 
record as to why the process by which this particular provision 
came to you was different this time than it had been previously. 
I would rather not speculate on what the reasons might have been. 

Senator Sarbanes. Okay, but it was included in the national de- 
fense authorization bill, which, of course, is the big authorization 
bill handled by the Armed Services Committees. 

Ms. Patrick. Yes, sir, and I am sure it was not an intended 
slight. 

Senator Sarbanes. That is a complete departure from past prece- 
dent with respect to the DPA, and I was interested to know why 
that occurred. 

Ms. Patrick. We will provide that for the record, sir. 

Senator Sarbanes. All right. I would like to have that. Mr. 
Paulison, I noticed in your statement you said, “The DPA is the 
President’s primary authority to ensure the timely availability of 
industrial resources for both military and civil emergency pre- 
paredness and response.” This goes in part to the question that 
Senator Corzine put. 

Does anyone have any doubts that the authorities of the DPA 
can be used for efforts to enhance the preparedness of U.S. critical 
infrastructure, such as the financial or telecommunications sys- 
tems, to withstand disruption that might occur from terrorist at- 
tacks or, indeed, from other natural or manmade events? Is it your 
reading of the DPA that the authorities provided there are ade- 
quate for these purposes? 

Mr. Paulison. Yes, sir, that is our understanding. It can be ei- 
ther civil or military. The DOD uses it for military, and I think the 
other agencies here would use it for civil emergencies or disasters 
within the United States. 

Senator Sarbanes. What is the view of other members of the 
panel on this rather important question, I think? 
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Mr. Bhatia. Again, Senator, from the Commerce perspective, we 
asked our chief counsel’s office to look at the issue. They believe 
that the 1994 amendment under the Stafford Act, which broadened 
the definition of “national defense” to include “emergency prepared- 
ness” is a broad term that encompasses many programs that could 
be used to protect critical infrastructure in a preventive, prepa- 
ratory, responsive, or recuperative manner. 

I would also point out that a number of the exercises of DPA 
power that I referenced in my testimony are fundamentally critical 
infrastructure protection-related activities — for instance, support- 
ing the Transportation Security Administration in the acquisition 
of explosive detection equipment, and the FBI, for instance, with 
respect to telecommunication systems. 

So, I think we see it as a statute by virtue of the amendments 
that were wisely adopted 10 years ago to be sufficiently flexible, 
but it is something that we will continue to be attentive to. 

Ms. SwiNK. Yes indeed, with respect to Energy, we are still refer- 
ring to the 1982 Department of Justice memorandum, which makes 
clear that it might be useful to use the DPA authorities in respond- 
ing to energy crises. 

Senator Sarbanes. Thank you. 

Mr. Chairman, I see my time is up. I would like to just make one 
final point. 

Mr. Paulison, you are now the Director of the Preparedness Divi- 
sion within the Emergency Preparedness and Response Directorate 
of the Department of Homeland Security; is that correct? 

Mr. Paulison. Yes, sir, that is correct. 

Senator Sarbanes. You used to be the Director of the Federal 
Emergency Management Agency; correct? 

Mr. Paulison. No, sir. I was the U.S. Fire Administrator, and 
still hold that title. The Director of the Federal Emergency Man- 
agement Agency was Joe Allbaugh, and then Mike Brown. 

Senator Sarbanes. Well, if they were still around, would they 
now be the Director of the Preparedness Division; is that what 
happened? 

Mr. Paulison. Yes, sir. Mike Brown is now the new Under Sec- 
retary for 

Senator Sarbanes. Okay. Now, do you think that our homeland 
security or any security has been enhanced in any marked way 
by now having a Preparedness Division within the Emergency 
Preparedness and Response Directorate of the Department of 
Homeland Security? Why don’t we just continue with the Federal 
Emergency Management Agency? We all knew it, and I am not 
sure that we loved it, but we respected it, and it seemed to do its 
job — oh, you do not have to answer that question. 

[Laughter.] 

Chairman Shelby. Well, I think there is more respect than love 
up here. 

Mr. Paulison. I will take that comment back to Secretary Ridge. 

Senator Sarbanes. All right. Thank you. 

Thank you, Mr. Chairman. 

Chairman Shelby. Senator Bennett. 
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COMMENTS OF SENATOR ROBERT F. BENNETT 

Senator Bennett. Thank you, Mr. Chairman. 

My questions are going to sound somewhat redundant because I 
am going in the same direction as Senator Corzine and Senator 
Sarbanes. But I have been trying for several years to get a firm 
statement out of the Administration with respect to DPA’s role in 
critical infrastructure. I wrote to the President on October 31, 
2001, following the attack on September 11, trying to get a clear 
answer, and to date, I have not felt that I have had one, so let me 
ask the direct question. 

In the opinion of the Administration, may the President of the 
United States invoke the DPA to address critical infrastructure 
concerns such as critical infrastructure protection or critical infra- 
structure restoration — the kind of thing that Senator Corzine was 
responding to. Is there a “y es ” or “no”? 

Mr. Paulison. Yes, sir, I need to answer that. I have just taken 
over the responsibilities of the DPA for Homeland Security, and I 
do have your letter, and I will offer a personal apology that you 
have not received an answer. 

Senator Bennett. I am not worried about that. 

Mr. Paulison. I understand. But the answer is yes, we do feel 
that the DPA authority gives us the ability to handle critical infra- 
structure, and we are still reviewing that and will make sure of 
that; but right now, the answer is yes. 

Senator Bennett. Good. Then, let me give you a hypothetical 
that will help focus the question from my point of view. 

As you know, my almost obsession up here is cyber-terrorism, at- 
tacks through hackers, the computers going down, and so on. So let 
us assume that a few disgruntled employees of a major commercial 
bank exploit their positions to sabotage and take off-line the crit- 
ical data networks of the entire financial sector, and they also 
prevent normal redundancy and backup measures from being 
implemented. We have had hearings on that very recently in this 
Committee. 

So let us establish a worst case scenario where a major bank 
hacks into the network of this financial institution and not only 
shuts it down but also shuts down the redundancy. Okay. Now, 
Company “X” is the sole provider of the key hardware and software 
necessary to restore the critical data points, so the affected finan- 
cial institutions all immediately call Company “X” and say, “Send 
us your widgets so we can fix this.” All right. Company “X” is load- 
ed with commercial and military orders, and they say, “We cannot 
supply your needs for another 6 months.” 

May the President invoke DPA and use DPA’s contract priority 
provisions to override those previous contracts and say you can 
supply what is necessary to get the financial sector back up with 
the software and hardware that you have and delay your deliveries 
someplace else? 

Mr. Paulison. Although I hate hypothetical questions 

Senator Bennett. We made it as pointed as we could. 

Mr. Paulison. Yes, sir. Based on what you have laid out, my un- 
derstanding would be that yes, we could do that. 

Senator Bennett. Okay. You are answering them all properly. 
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If the President may use the DPA, do you believe it would be the 
Administration’s policy to do so? In other words, will the President 
as a matter of policy give as much attention to critical infrastruc- 
ture in the cyber world as he might, for example, in Ms. Swink’s 
world of energy? I know you cannot forecast what the President 
would do, but what would you recommend to the President? 

Mr. Paulison. The answer is yes. How we function in today’s 
society, our cyber world is extremely important in the protection of 
this country, and obviously, my advice would be yes, that we 
do that. 

Senator Bennett. Mr. Chairman, I have learned in business that 
when you have made the sale, get out of the room, so, I will not 
ask any more questions. 

Thank you. 

Mr. Paulison. Thank you, Senator Bennett. 

Chairman Shelby. Senator Bennett, you are entitled to stay 
here, and we would welcome you to stay here. 

Senator Allard, do you have any further observations or 
any questions? 

Senator Allard. I do not, Mr. Chairman. 

Chairman Shelby. Thank you. 

I have a question for the whole panel. The Defense Production 
Act was passed at a time and under circumstances that clearly in- 
dicated that it was intended to provide the means to respond to 
emergency contingencies, primarily armed conflict. It has been re- 
authorized and modified more times than one can count since its 
passage in 1950. Over the years, there has been a noticeable evo- 
lution in the declaratory policy from which the Act’s authority 
should reasonably follow toward greater apparent concern about 
the peacetime industrial base required to ensure adequate levels of 
military readiness. 

It can be inferred that the Defense Production Act has become 
more and more oriented toward questions of broader industrial pol- 
icy than perhaps was originally intended. For example, the current 
Section 2062, Declaration of Policy, begins with the apparently 
obligatory finding — and I will quote: 

The vitality of the industrial and technological base of the United States is a foun- 
dation of national security that provides the industrial and technological capabilities 
employed to meet national defense requirements in peacetime and in time of na- 
tional emergency. 

In addition, implementing Executive Orders over the years, especially Executive 
Orders 12742 in 1991, and 12919 in 1994, have explicitly articulated the importance 
of maintaining a robust defense industrial base. 

Executive Order 12919, for example, stated: “The U.S. must have an industrial 
and technology base capable of meeting national defense requirements and capable 
of contributing to the technological superiority of its defense equipment in peacetime 
and in times of national emergency. The domestic industrial and technological base 
is the foundation for national defense preparedness.” 

Can the panel comment on this issue? Executive Order 12919 
was issued under the authority of the Defense Production Act. So 
much of DPA’s authorities are intended to provide the President 
the means to respond to an emergency, especially the outbreak or 
imminent outbreak of armed conflict. Hence, the establishment of 
the Defense Priorities and Allocation System and the role of the 
Secretary of Commerce in administering it. 

I know this is long and involved, but you are familiar with this. 
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In the view of the agencies represented here today, how should 
the DPA’s authorities be drafted in order to provide the Federal 
Government the explicit authorities it apparently needs in order to 
better meet the demand set forth in its own Declaration of Policy 
Could you comment on the practical utility in terms of defense in- 
dustrial base preservation of the Berry amendment? 

Dr. Sega — I know that was long, but this is technical stuff that 
we are dealing with. 

Mr. Sega. Yes, it is technical. I will start, because I will only 
offer a piece of the answer, I think, and in the area of Title III, 
which is the area of my responsibilities, the need for us to prepare 
in peacetime for wartime is essential. 

In the case of the radiation hardened electronics, we need to buy 
the equipment and design the devices, build the devices, and put 
them into our strategic missile systems. 

Chairman Shelby. Absolutely. 

Mr. Sega. So the need to provide the DPA authorities in this 
realm of bringing forward technologies that are relatively unique is 
important in the area that I have responsibility. 

Now, I will pass it off and have that answer expanded as we go 
forward. 

Chairman Shelby. Ms. Patrick. 

Ms. Patrick. We certainly agree with the spirit of your question 
and some of the implications, but I think it is also very important 
to point out that we vouch for the vitality and the responsiveness 
and the productivity of our defense industrial base using a number 
of means available at our disposal. 

The Title I DPAS provisions are particularly imperative in times 
of war or where the prioritization of contracts is not suitable for a 
given contingency during peacetime, and I would like to com- 
pliment Senator Bennett on his perfect example of how it is we 
would use the DPA authority even in the case where the model was 
not an element of the financial system but a key defense con- 
tractor, say, who by hacking had lost its critical designs or was no 
longer able to operate its machine tools. It is a ubiquitous problem 
throughout this state-of-the-art industrial base that we have in this 
country, so your example was perfect. 

But it is also important to remember that one of the key sources 
of innovation and direction to the defense industrial base is the 
overall defense budget and the way we allocate that defense budget 
and the way we see to it that the defense budget expresses the 
needs and vision of the Department and most specifically the needs 
of the warfighter. 

So there are a number of tools at our disposal for making sure 
we have a vibrant defense industrial base. DPAS in Title I is one 
of them. Title III, of course, is also very important, where we see 
that we have gaps or there is a capability that we are not getting 
otherwise — all very important to the future of the country. 

Chairman Shelby. Mr. Bhatia. 

Mr. Bhatia. Mr. Chairman, your question touches on a lot of 
critical parts of the DPA. One that particularly resonated for me 
was the question of industrial policy and whether this is, in fact, 
a form of industrial policy. 
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Chairman Shelby. There is a little difference between basic in- 
dustrial policy that a lot of us are very nervous about and priorities 
for defense. 

Mr. Bhatia. Right. 

Chairman Shelby. They are two different things, and I think 
you have to make that 

Mr. Bhatia. Absolutely, absolutely. We wear two hats — again, 
two hats — but play a number of roles in this. On the one hand, we 
are particularly attuned to the concerns of American industry and 
American business. We at the same stage play the role of adminis- 
trator of the DPAS’s regulations and the mediator between the na- 
tional defense, armed forces, and industry where problems arise. 

One thing I would point out — and I think this touches back on 
a question that Senator Allard raised — is how few instances of real 
problems we see coming up in this area. Last year, my under- 
standing was that there were 300,000 — or some number like that — 
priorities put on contracts. We had requests for mediation assist- 
ance in 20, and those were all, I believe, resolved amicably between 
the parties. 

Although it is a statute with very strong powers in situations of 
national emergency — in terms of its day-to-day administration, we 
see it as being something that is not market-distorting and not in- 
dustrial policy being put into action. 

Chairman Shelby. Mr. Paulison. 

Mr. Paulison. I think Ms. Patrick laid it out very clearly, and 
I really have nothing else to add. She did a great job. 

Chairman Shelby. Ms. Swink, do you have any comment on 
that, other than what has been said? 

Ms. Swink. I have one comment, and that is the whole situation 
of cascading effects and interrelationships of the critical infrastruc- 
tures are absolutely key for sustaining that robust industrial base. 
So, I think that that is an important aspect of the DPA, that when 
we do have emergencies that appear only in one critical 
infrastructure, the reality is that you could do major harm to the 
industrial base without quick response. 

Chairman Shelby. I think so, too. 

I have another question for you, Ms. Swink. Two American Presi- 
dents have found it appropriate to utilize Defense Production Act 
authorities to provide relief to the State of California during its 
self-imposed energy crisis. The justification proffered was that the 
rolling blackouts were impeding the ability of both the Space Agen- 
cy and the State’s military installations to execute their missions 
in support of the national defense. 

Two years ago, the Energy Department’s then acting general 
counsel provided this Committee a fairly comprehensive description 
of how the energy crisis came about. There was no hint of the crisis 
being the result of anything other than the State’s own flawed 
energy policy. 

Energy security is clearly well within the mandate of the Defense 
Production Act. Section 2076 designates energy as a “strategic and 
critical material,” placing it alongside less abstract strategic and 
critical materials like cobalt and chromium. 

Given the importance of oil-rich regions of the world to U.S. for- 
eign and national security policies, I believe this is appropriate. 
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What is less clearly appropriate, however, is the notion that the 
jurisdiction’s self-imposed energy problem is within the spirit let 
alone the letter of the DPA. The Department of Energy is des- 
ignated certain responsibilities within the Defense Product Act. 

The Committee’s purpose in asking the Department to testify 
today was to request a clarification of its understandings of the 
nexus between isolated energy problems that do not result from 
hostile action — unless, of course, one considered California State 
government a threat to its own well-being — and that do not affect 
the entire Nation or threaten its national defense. 

Could you now or for the record provide this Committee the 
Energy Department’s understanding of its role and responsibilities 
in implementing the Defense Production Act and what criteria you 
use at the Department of Energy in determining that a threat to 
national defense has materialized warranting its intervention in 
crises like that which affected California? 

If you want to do it now, or you want to do it in more detail 

Ms. Swink. In more detail for the record, please. 

Chairman Shelby. Okay; for the record, if you would do that. 

I have another question. Dr. Sega, I will direct this to you. The 
Defense Department has been using the DPA authorities to recapi- 
talize the industrial base for radiation hardened electronics — you 
have already mentioned this — and its fiscal year 2004 budget re- 
quest includes $200 million, I believe — is that right — to continue 
this work. 

Mr. Sega. That is right. 

Chairman Shelby. According to the Defense Threat Reduction 
Agency, which is not represented here today, only two vendors still 
make radiation hardened parts. I assume that refers to Honeywell 
and BAE Systems; is that correct? 

Mr. Sega. That is correct. 

Chairman Shelby. I understand, however, that a $275 million 
contract announcement was made last year for Mission Research 
Corporation in support of the DTRA’s radiation hardened micro- 
electronics program. 

It is also my understanding that Boeing and Peregrine Semicon- 
ductor have also been awarded contracts in the past few years to 
support this effort. In addition, there is U.S. Semiconductor Cor- 
poration, Intel, and Lockheed Martin. 

Could our witnesses — and could you, from the Department of De- 
fense, too — help us and provide the Committee a sense of the state 
of the industrial base for hardened electronics to date, which I 
think is very important for the national security? How has it 
changed since the end of the cold war, during which we were plac- 
ing a lot of emphasis on hardening weaponry and related com- 
mand, control, and communication systems against the threat of 
electromagnetic pulse? 

I understand the Department currently estimates a total cost of 
$167 million for this project, but how much has been spent to date 
on this effort, both in contracts signed under DPA authorities and 
in total, and what is the anticipated requirement for radiation 
hardened parts, and what is the Department’s goal for recapital- 
izing that industry? 

I know that is a lot in one question. 
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Doctor, do you want to start? 

Mr. Sega. Yes, Mr. Chairman, I will start to answer the 
question. 

The request in fiscal year 2004 for the Radiation Hardened Elec- 
tronics Capital Expansion Project, I believe, is in the area of $65, 
$66 million, and the total cost of this CAPEX project on radiation 
hardened parts to a feature size, which is one of the pieces that we 
have to talk about, of .25 micron and capable of going toward .15 
micron, is to be at $167 million. 

The request is for $200 million in the event of — we do not expect 
that cost to go beyond $167 million, so it would be the flexibility 
given by the request. 

That is for the equipment for a certain class of components that 
are engaged in this radiation hardened problem. I chair a Radi- 
ation Hardened Electronics Oversight Council, so it is the leaders 
in the defense community, those that need it, those that are pro- 
ducing it, those that are designing chips for the production 
lines and so forth, and it is from that work that there is a road 
map built for guiding us forward on the radiation hardened 
requirements. 

The “high/hard” category generally involves nuclear weapons in 
terms of what effect they would potentially have on our electronics. 
Some of the effects are in the electromagnetic pulse area; others 
are in the particle or dose rate kinds of things. The facilities that 
are being funded, BAE and Honeywell, are in that latter category 
of components. But there are many parts of strategic and satel- 
lite systems that need radiation hardness, so this is addressing 
one part of it. We do have a process to get us to the net 
requirements 

Chairman Shelby. You have to get to the whole, don’t you? 

Mr. Sega. Yes, absolutely, absolutely. 

Chairman Shelby. Okay. 

Ms. Patrick, will you stay with what he has said? 

Ms. Patrick. I have nothing to add; absolutely. 

Chairman Shelby. I have one more question. Despite the De- 
fense Department’s emphasis today on incorporating into its weap- 
on systems and platforms commercial off-the-shelf technologies, 
there is no question, I believe, that modern military requirements 
are simply too demanding for the Department to become dependent 
on that approach, economically attractive though it might be. 

Certainly such an approach is desirable, but presumably, the 
U.S. military seeks capabilities well beyond what is found today off 
the shelf in the commercial market. 

Has the Defense Department formulated a long-range plan for 
preservation of the industrial base necessary to ensure adequate 
levels of military readiness in the years ahead? The Committee is 
aware of the uses to which the Defense Production Act authorities 
are applied, but is it fair to suggest that what we have seen to date 
represents more of an ad hoc, piecemeal approach than something 
representative of a well-thought-out long-term strategy? 

In addition, would you comment on the defense industrial base 
language included in the House-passed version of the defense au- 
thorization bill? 

Ms. Patrick, do you want to take that one? 
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Ms. Patrick. Yes, I will certainly take a stab at that. 

Chairman Shelby. First of all, the commercial shelf is not going 
to provide all of our needs as much as we would like to buy it 
sometimes because it is cheaper; right? 

Mr. Sega. That is correct, Mr. Chairman. 

Ms. Patrick. I think there is always a balancing act between 
overspecification of military end-items that carries with it a pre- 
sumption that only specific military components can fill a given re- 
quirement — and on the other hand the cost benefits to be gained 
if indeed you can successfully incorporate commercial off-the-shelf 
equipment into weapon systems. 

One of the things that I think is very important in order to pro- 
cure what you need for the warfighter is to get that mix right — 
in other words, not to overpay for things that are commercially 
available. What the Department or our high-technology companies 
do is application of fairly routine things into very complex solutions 
or very high-technology systems, and to make sure that we do not 
overpay where we can save money by buying commercial off-the- 
shelf equipment. 

So, I think it is very important to keep an eye on that. And the 
other point that I think 

Chairman Shelby. Do you keep an eye on it? 

Ms. Patrick. We do keep an eye on it. And I think the other 
thing that bears mention is that in many of the industrial base 
studies that we have done over the last many years, many of the 
key solutions to some of our most demanding challenges are likely 
to come not just from legacy defense companies but from commer- 
cial suppliers and indeed from emerging defense companies that we 
expect will have their roots as commercial suppliers. So, we have 
to make sure that we get the technology where it is most avail- 
able — and it is not true in all cases that the defense applications 
are that much ahead of the commercial market. That is certainly 
the case in some of the IT applications. Some of the applications 
so critical for homeland security and emergency response actually 
have come to us and to Homeland Security from the commercial 
vendors, and it really would be a pity to insist on overspecifying 
systems that are immediately available if you can buy them on the 
open market. 

Chairman Shelby. Yes. Thank you. 

Senator Allard, do you have any comments? 

Senator Allard. I have just one question. One of the things that 
I see as a possible threat to national security and would certainly 
be an issue is if our rare metals and elements and whatnot were 
to become unavailable. For example, the Endangered Species Act 
may prevent us from extracting a necessary element or metal. Is 
there authority in current law that allows defense priorities to 
override perhaps the Endangered Species Act as far as extracting 
needed minerals from the ground? 

Ms. Patrick. I do not know the specific case of the Endangered 
Species Act, but let me take that 

Senator Allard. Do you feel you have that authority? 

Ms. Patrick. I think in most cases, we have ample authority to 
manage the defense industrial base to the benefit of the warfighter, 
yes, I do. 
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Senator Allard. I was thinking about energy, for example — 
maybe I should direct this to Ms. Swink — on energy needs. If a 
shortage of electricity suddenly develops for one of our major pro- 
duction manufacturers in California — and California has a number 
of them, and something were to happen to the lines, preventing the 
rebuilding of those lines or perhaps building an alternative line 
system, do you feel that you have the authority to override existing 
law, for example, the Endangered Species Act. Would the ESA or 
other laws prevent you from reconstructing the line? I think you 
could override existing law if it were a local community concern, 
but for something that would be a national law like the Endan- 
gered Species Act, could you override that to reconstruct lines if 
our national security were at stake? 

Ms. Swink. We will have to supply a response for the record. 

Senator Allard. Would you do that, please? 

Ms. Swink. Yes. 

Senator Allard. Thank you, Mr. Chairman. 

Chairman Shelby. Thank you, Senator Allard. 

I want to thank all of you for appearing here today. I think what 
you are doing is very important, and what this Act allows you to 
do is more important. 

Thank you all. 

The hearing is adjourned. 

[Whereupon, at 11:30 a.m., the hearing was adjourned.] 

[Prepared statements, response to written questions and addi- 
tional material supplied for the record follow:] 
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PREPARED STATEMENT OF SENATOR WAYNE ALLARD 

I would like to thank Chairman Shelby very much for holding this hearing on re- 
authorization of the Defense Production Act. I am pleased to see that you are ac- 
tively exercising the Committee’s authorizing jurisdiction, and I look forward to the 
opportunity to working with you on reauthorization of the Defense Production Act. 

It would be easy to simply ignore the need for reauthorization. After all, we are 
coming off of major military victories, so there would not seem to be any direct need 
for the Defense Production Act. However, it is tools such as the Defense Production 
Act which can help our nation be well prepared for military events or domestic 
emergencies. 

As a member of the Armed Services Committee, I spend a great deal of time on 
the issue of military readiness. It is critical that our men and women in uniform 
have access to the supplies and technology that they need in a timely manner. The 
Defense Production Act gives them this capability. Furthermore, it can help promote 
new technologies that will reinforce our military efforts. 

I would like to thank our witnesses for being here today to share their comments 
on reauthorization of the Defense Production Act. I look forward to your testimony. 


PREPARED STATEMENT OF RONALD M. SEGA 

Director, Defense Research & Engineering 
U.S. Department of Defense 
June 5, 2003 

Good morning, Mr. Chairman and Members of the Committee. I appreciate the 
opportunity to share with you the Department of Defense’s (DOD) views regarding 
the Defense Production Act (DPA) and the role it plays in helping to obtain the 
goods and services needed to promote the national defense. Although enacted origi- 
nally in 1950, the Act provides statutory authorities still relevant and necessary for 
the national defense in the 21st Century. 

Let me start by saying a few words on why the Defense Production Act (DPA) 
is important to the Department of Defense. A strong domestic industrial and tech- 
nology base is one of the cornerstones of our national security. The DPA provides 
the Department the tools required to maintain a strong base, responsive to the 
needs of our armed forces. A key component of the DPA is Title III which will be 
the focus of my testimony. The authorities contained in the DPA continue to be of 
vital importance to our national security and I want to express the Department’s 
support for reauthorizing the Act through September 30, 2008. The Deputy Under 
Secretary of Defense for Industrial Policy, Miss Suzanne Patrick, will discuss Title 
I and Title VII. 

Title III provides the President unique authorities that are being used to estab- 
lish, expand, and maintain essential domestic industrial capacity needed to field 
advanced systems for today and the future. The primary objective of the Title III 
program is to work with U.S. industry to establish economically viable production 
capabilities for items essential to our national security. The Title III program meets 
this objective through the use of incentives to stimulate private investment in key 
industrial capabilities. The incentives most used by the Department include sharing 
in the costs of capital investments, process improvements, material qualification, 
and providing when necessary, a purchase commitment that will ensure a market 
for their product. Through these incentives, domestic industry is encouraged to take 
on the business and technical risks associated with establishing or maintaining a 
commercially viable production capacity. 

The Title III program is also being used to transition emerging technologies. Title 
III can facilitate the transition of new technologies by first eliminating market un- 
certainties and reducing risks that discourage potential producers from creating new 
capacity. Second, Title III incentives can create more efficient, lower cost, production 
capabilities, which reduce prices and increase demand. Third, Title III projects can 
generate information about the performance characteristics of new materials and 
support testing and qualification to promote the incorporation of these materials 
into defense systems. Without a program like Title III, the insertion of these new 
technologies, at best, could be delayed for many years. 

As a means of assuring Congressional oversight, Title III projects may not be ini- 
tiated until a Presidential determination has been made and the project has been 
identified in the Budget of the United States. The Presidential determination 
verifies that: 1. the shortfall being addressed by the Title III project is essential for 
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national defense; 2. industry cannot or will not on their own establish the needed 
capacity in a timely manner; 3. Title III is the most cost effective or the most expe- 
dient method for meeting the need; and 4. defense and commercial demand exceed 
current domestic supply. 

A success story is the best way to highlight the benefits of the program. Gallium 
arsenide is a semiconducting material used in the fabrication of advanced electronic 
devices. It can provide advantages in terms of speed, power consumption, perform- 
ance, and reliability over more commonly used semiconductor materials, such as 
silicon. Electronic devices built on gallium arsenide semiconductors are enabling 
technologies for a wide variety of defense weapon systems including radars, smart 
weapons, electronic warfare systems, and communications. These semiconductors 
can be found in such systems as the Airborne Early Warning/Ground Integration 
System, the B-2 Bomber, the Longbow Apache helicopter, fighter aircraft (including 
F-15, F— 16, and F-18), missiles (including Patriot, Sparrow, and Standard), and 
various radar systems. 

At the outset of this Title III project, the long-term viability of U.S. gallium arse- 
nide wafer supplier base was in doubt. Foreign firms dominated the industry with 
a 75 percent world market share. United States firms were discouraged from com- 
peting more vigorously by the relatively small market for these wafers, by the domi- 
nant market position of the foreign suppliers, and by the high capital investment 
required to remain competitive. Foreign firms led the way on pricing, availability, 
and the pace of technological advancement. 

With the help of Title III, the U.S. producers made a dramatic turnabout. By 
2000, these contractors accounted for 65 percent of wafer sales worldwide. Their 
combined sales of gallium arsenide wafers grew by nearly 400 percent. In addition, 
wafer prices dropped by approximately 35 percent. This reduction in wafer prices 
and improvement in wafer quality resulted in significant reductions in defense costs 
for critical electronics. 

Title III Projects 

There are currently eight active Title III projects and DOD is initiating two new 
projects this year, one of which is to establish production capacity for Yttrium Bar- 
ium Copper Oxide (YBCO) superconductor wire. This initiative will establish a do- 
mestic production capacity for YBCO, a high temperature superconductor material, 
which could significantly enhance the development of future directed energy weap- 
ons and electric power generation. Title III projects address a variety of advanced 
materials and technologies and generally fall into the following two categories: 

Electronic Materials and Devices 

Projects in this category include recently completed projects in gallium arsenide, 
and indium phosphide wafers and ongoing projects for silicon carbide wafers, and 
radiation hardened electronics. These are enabling technologies, without which po- 
tential advances in microelectronics would be far more limited. These materials offer 
advantages in terms of faster device performance, greater resistance to radiation 
and temperature, reduced power requirements, reduced circuit size, increased circuit 
density, and the capability to operate at higher frequency levels. Advances in elec- 
tronic materials can enable new capabilities for defense systems and improvements 
in old capabilities. 

Advanced Structural Materials 

Recently concluded projects established production capabilities for discontinuous 
reinforced aluminum, aluminum metal matrix, and titanium metal matrix compos- 
ites. These new structural materials offer improvements in terms of the strength, 
weight, durability, and resistance to extreme temperatures. These benefits are par- 
ticularly important in aerospace applications. 

Projects initiated in fiscal year 2002 include: 

Radiation Hardened Microelectronics 

This project illustrates the key role Title III plays in providing our armed forces 
with the technologies they need to be successful on the battlefield. We were in dan- 
ger of losing our last remaining suppliers of these critical components needed for 
our strategic missile and space systems. Because of the small number of components 
that the Department buys and limited commercial demand, our current suppliers 
were unable to generate sufficient revenues to purchase the production equipment 
needed to produce radiation hardened microelectronics at the feature size needed to 
meet future defense requirements. Title III is helping these companies through 
equipment purchases and modernization to remain viable suppliers, capable of sup- 
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porting future defense requirements. Without Title III, it is likely we would have 
lost this critical production capability. 

Radiation Hardened Microprocessors 

Complimentary of the radiation hardened project for microelectronics is a project 
for radiation hardened microprocessors. Current radiation hardened microprocessors 
are several generations behind commercial microprocessors. Defense space systems 
require high performance and protection against high radiation environments. This 
project will enable the production of an advanced commercial microprocessor capable 
of meeting the processing and radiation hardened requirements for military applica- 
tions. The radiation hardened microprocessors will be based on current commercial 
microprocessors. Benefiting most from this project will be advanced defense satellite 
systems. 

Rigid-Rod Polymers 

The goal of this project is to establish a domestic production capacity for Rigid- 
Rod Ultra-High Strength Polymeric Materials. Rigid-rod polymeric materials can be 
used as metal substitutes for critical electronic, weapon, and personnel protection 
systems. The focus of the project is to transition the technology from a small scale 
R&D process and establish an initial production capacity of approximately 100,000 
pounds annually. Potential applications include replacement for brass shell casing 
in small arms ammunition, foam core to replace honeycomb core in aircraft, replace- 
ment for metal castings, and lightweight thermal barriers and doors. 

Wireless Vibration Sensors 

The goal of this project is to establish an affordable domestic production capacity 
for high-quality wireless vibration sensors. The project could improve the timely pro- 
duction and fielding of affordable smart sensors for Condition-Based Maintenance. 
Condition-Based Maintenance is a key enabling tool to lower asset lifecycle cost by 
providing online measurement and quantification of the condition and maintenance 
needs of mechanical systems such as engines and power trains on aircraft, vehicles, 
and ships. 

Reauthorization of the DPA 

Most provisions of the Defense Production Act are not permanent law and must 
be renewed periodically by the Congress. We are requesting a reauthorization of the 
authorities contained in the Defense Production Act until September 30, 2008. In 
addition, we are requesting to increase the statutory authorization limit contained 
in Section 303(a)(6)(C) to $200 million to correct the industrial resource shortfall for 
the radiation hardened electronics project. The DPA requires the Department to ob- 
tain specific authorization for any Title III project that exceeds $50 million. The ex- 
pected cost of the radiation hardened electronic project is $167 million. However, we 
are asking for authority up to $200 million in the event of unexpected cost increases 
for the project. 

We are also requesting to make Section 707 permanent law to provide continued 
liability protection to contractors executing priority contracts in compliance with the 
Defense Production Act. 

Conclusion 

In conclusion, the DOD needs the Defense Production Act. It contains authorities 
that exist no where else. Current world events make these authorities more impor- 
tant than ever. The DPA is a proven mechanism. Its array of authorities has helped 
us meet the challenges of the last 50 years. By judiciously applying its authorities 
to the challenges facing us today, the DPA will see us to a more secure future. I 
hope that I have conveyed to you the significant role the Defense Production Act 
plays in ensuring our Nation’s defense. The Department fully supports the proposed 
bill to reauthorize the DPA. 

Thank you for the opportunity to discuss the Defense Production Act. 


PREPARED STATEMENT OF SUZANNE D. PATRICK 

Deputy Under Secretary for Industrial Policy 
U.S. Department of Defense 

June 5, 2003 

Good morning, Mr. Chairman and Members of the Committee. I appreciate the 
opportunity to share with you the Department of Defense (DOD) views regarding 
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the Defense Production Act (DPA). This Act is critical to DOD, both in time of con- 
tingency or conflict, as well as during peace. It helps DOD obtain the goods and 
services needed to promote the national defense. Although enacted originally in 
1950, the Act provides statutory authorities still relevant and necessary for the na- 
tional defense in the 21st Century. I also want to express the Department’s support 
for reauthorizing the Act through September 30, 2008. 

Let me start by saying a few words on why the Defense Production Act is impor- 
tant to the Department of Defense. A strong domestic industrial and technology 
base is one of the cornerstones of our national security. The Act provides the De- 
partment of Defense tools required to maintain a strong base that will be responsive 
to the needs of our armed forces. Specifically, it provides the President the authority 
to: (1) direct priority performance of defense contracts and allocate scarce materials, 
services, and industrial facilities; and (2) establish, expand, or maintain essential 
domestic industrial capacity. The authorities in this Act continue to be of vital im- 
portance to our national security. 

My testimony today focuses on one specific provision of the Defense Production 
Act, Title I. I particularly want to describe for you why Title I authority is impor- 
tant and how we are using it today. 

Title I 

Title I (Priorities and Allocations) of the DPA provides the President the authority 
to: 1. require preferential performance on contracts and orders, as necessary or ap- 
propriate to promote the national defense; and 2. allocate materials, services, and 
facilities as necessary or appropriate to promote the national defense. 

Executive Order 12919 delegates these authorities to the Federal Departments 
and Agencies. The Department of Commerce (DOC) is delegated responsibility for 
managing industrial resources. To implement this authority, the Department of 
Commerce administers the Defense Priorities and Allocations System (DPAS). The 
DPAS: 1. establishes priority ratings for contracts; 2. defines industry’s responsibil- 
ities and sets forth rules to ensure timely delivery of industrial products, materials, 
and services to meet approved national defense program requirements; and 3. sets 
forth compliance procedures. 

The Department of Commerce has delegated to the Department of Defense au- 
thority under the DPAS to: 1. apply priority ratings to contracts and orders sup- 
porting approved national defense programs. (However, the Department of Defense 
is precluded from rating orders for end items that are commonly available in com- 
mercial markets and for items to be used primarily for administrative purposes, for 
example, office computers); and 2. request the Department of Commerce to provide 
Special Priorities Assistance to resolve conflicts for industrial resources among both 
rated and unrated (for example, nondefense) contracts and orders; and to authorize 
priority ratings for allied nation defense orders in the United States when such au- 
thorization furthers U.S. national defense interests. 

Except as noted above, all Department of Defense contracts are authorized an in- 
dustrial priority rating. The authorities, applied via contract clauses, are like insur- 
ance, always present but only executed when absolutely necessary. The Department 
of Defense uses two levels of rating priority, identified by the rating symbols “DO” 
or “DX.” All DO rated orders have equal priority with each other and take pref- 
erence over unrated orders. All DX rated orders have equal priority with each other 
and take preference over DO rated orders and unrated orders. If a contractor cannot 
meet the required delivery date because of scheduling conflicts, DO rated orders 
must be given production preference over unrated orders and DX rated orders must 
be given preference over DO rated orders and unrated orders. Such preferential per- 
formance is necessary even if this requires the diversion of items being processed 
for delivery against lower rated or unrated orders. Although the DPAS is largely 
self-executing, if problems occur, the contractor or the Department of Defense can 
request the Department of Commerce provide Special Priorities Assistance to re- 
solve the problem. 

Although, important in peace, the DPAS is indispensable in the event of conflict 
or contingency. DPAS gives the Department of Defense the necessary power and 
flexibility to address critical warfighter needs involving the industrial base effec- 
tively and expeditiously. While the Department of Defense has used Title I since the 
1950’s, recent history, and operations such as Desert Shield/Storm, Bosnia, Kosovo, 
Enduring Freedom, and Iraqi Freedom have demonstrated its continued importance. 

Predator Unmanned Aerial Vehicles (UAV’s) armed with Hellfire missiles were 
used for the first time in Afghanistan. They included an upgraded sensor package, 
the Multi-Spectral Targeting System (MTS). The contractor’s original delivery date 
for three systems was March 2003. Using DPAS, we jumped this order to the head 
of the production queue and the contractor was able to deliver three systems in De- 
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cember 2001, 18 months earlier than originally promised. Since that time, we have 
used DPAS to accelerate forty additional Multi-Spectral Targeting Systems. We all 
are aware of the dramatic impact manned Predators had in waging war in Afghani- 
stan, and most recently in Iraq. 

During Operations Enduring Freedom and Iraqi Freedom, a new lighter kind of 
body armor proved remarkably effective in minimizing fatal battlefield injuries. 
That latest generation Army and Marine body armor is comprised of protective vests 
with inserts made of an extremely tough fiber — Spectra — bonded to a ceramic plate. 
We used DPAS authority to direct the Spectra manufacturer’s production to the 
highest priority Army and Marine requirements in order to maximize small arms 
protection for the warfighters. 

For Operation Iraqi Freedom, the U.K. Ministry of Defence needed Precision 
Lightweight Global Positioning System GPS Receivers. The U.K. requirements were 
critical to the warfighting effort. We used DPAS to give the U.K. order an industrial 
priority rating and move it ahead of some lesser priority U.S. orders that were not 
needed for deployed or deploying forces. The U.K. received the equipment in a very 
timely manner to support their forces in theater. 

The authority to provide preferential treatment for foreign defense orders in the 
United States when such treatment promotes national defense interests is increas- 
ingly important. Among the consequences of globalization and industrial restruc- 
turing are the creation of multinational defense companies and an increasing degree 
of mutual defense interdependence. Reciprocal industrial priorities systems agree- 
ments with our allies encourage them to acquire defense goods from U.S. suppliers, 
promote interoperability, and simultaneously provide increased assurance that the 
DOD’s non-U. S. defense suppliers will be in a position to provide timely supplies to 
DOD during both conflict/contingency situations and peacetime. 

NATO has in place a NATO-wide agreement to encourage reciprocal priorities 
support within the alliance. 

In addition to a NATO-wide agreement we are establishing formal bilateral agree- 
ments with key allies and trading partners. These provide an opportunity to estab- 
lish stronger government-to-government agreements for reciprocal priority support, 
more quickly. The United States has a longstanding bilateral priorities support 
agreement with Canada. Within the past 3 years, DOD representatives have had 
discussions about such bilateral agreements with several allies and friends. The De- 
partment of Defense and United Kingdom Ministry of Defence representatives have 
now negotiated a formal bilateral agreement that commits each nation to establish 
and maintain a reciprocal priorities system and to provide the other nation recip- 
rocal access to that system. Similar agreements are being discussed with Australia, 
Spain, Norway, the Netherlands, Italy, and Sweden. 

During peacetime, the DPAS is important in setting priorities among defense pro- 
grams that are competing for scarce resources and industrial output. Delayed deliv- 
eries of production parts and subassemblies to producers of weapon systems have 
consequences in terms of system cost and ultimately on the readiness of operational 
forces. DPAS gives the Department of Defense an opportunity to prioritize deliveries 
and minimize cost and schedule delays among DOD orders, and to support other 
agencies and allied Nation defense procurements in the United States. For example: 

1. U.S. State Department: DPAS was employed to accelerate deliveries on multiple 
programs as part of the embassy security protection upgrade program worldwide; 

2. United Kingdom: The U.K. contractor experienced delays in receiving Integrated 
Helmet Units needed for U.K. WAH-64 Apache Longbow helicopters. DOD/DOC 
authorized the use of a DO rating priority that permitted the manufacturer to ship 
the Integrated Helmet Units sooner than would have been possible without the rat- 
ing authority, which allowed the contractor to meet its production delivery require- 
ments to the U.K. Ministry of Defence. 

DPA Title I provisions are a critical tool in DOD’s arsenal. It would be very dif- 
ficult for the Department of Defense to meet its national security responsibilities 
without that tool. 

I want to briefly express support for the Title VII authorities, also very important 
to the Department of Defense. Title VII contains miscellaneous provisions, including 
enforcement mechanisms, which help protect the Nation’s security. 

Extension of the DPA 

As you know, most provisions of the Defense Production Act are not permanent 
law and must be renewed periodically by Congress. The Act has been renewed many 
times since it was first enacted. The current law will expire September 30, 2003. 
We fully support reauthorizing the DPA through September 30, 2008. 
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Conclusion 

In summary, the Department of Defense needs the Defense Production Act. It con- 
tains authorities that exist no where else and I hope that I have conveyed to you 
the significant role those authorities play in ensuring our Nation’s defense. 

Thank you for the opportunity to discuss the DPA with you today. We look for- 
ward to working with you to ensure a timely reauthorization of the DPA. 


PREPARED STATEME N T OF KARAN K. BHATIA 

Deputy Under Secretary for Industry and Security 
U.S. Department of Commerce 

June 5, 2003 

I appreciate the opportunity to testify today before the Committee on the reau- 
thorization of the Defense Production Act, also known as the DPA. 

When this Committee last convened at a hearing about the importance of the 
DPA and its relevance in the post-cold war era in June 2001, none of us could have 
then predicted the challenges that the United States would soon encounter. Nor, of 
course, could we have predicted the important role that DPA authorities would play 
in meeting those challenges. 

What we did know — and what Under Secretary Juster testified to — was that for 
more than 50 years, the Defense Production Act has enabled the President to ensure 
our Nation’s defense, civil preparedness, and military readiness. The use that has 
been made of DPA over the past 2 years — to facilitate the country’s response to 
September 11, to strengthen the security of our homeland and our embassies 
abroad, and to support the deployment of troops in the Middle East, in both Afghan- 
istan and Iraq, has demonstrated that the DPA continues to be a critically impor- 
tant tool in meeting contemporary threats to our security. During that same period, 
the DPA has also facilitated important analyses of our defense industrial base, 
defense trade practices, and foreign investments in U.S. companies that may pose 
national security issues. 

Accordingly, the Commerce Department strongly supports reauthorizing the DPA 
for a 5-year period. We also urge Congress to adopt a minor clarifying amendment 
to the Act that I will discuss shortly. 

I will focus my comments on the DPA authorities that are relevant to the Depart- 
ment of Commerce and the activities of the Department under those authorities. 
The Department of Commerce plays several roles in implementing DPA authorities 
that relate to the defense industrial base. First, under Title I of the DPA, the De- 
partment administers the Defense Priorities and Allocations System. Second, under 
Title III, the Department reports to Congress on defense trade offsets. Third, under 
Title VII, the Department analyzes the health of U.S. industrial base sectors. And 
fourth, also under Title VII, the Department plays a significant role in analyzing 
the impact of foreign investment on the national security of the United States. I will 
briefly discuss each of these roles. 

Defense Priorities and Allocations System 

Title I of the DPA authorizes the President: (i) to require the priority performance 
of contracts and orders necessary or appropriate to promote the national defense 
over other contracts or orders; (ii) to allocate materials, services, and facilities as 
necessary or appropriate to promote the national defense; and (iii) to require the 
allocation of, or the priority performance under contracts or orders relating to, 
supplies of materials, equipment, and services in order to assure domestic energy 
supplies for national defense needs. These authorities to prioritize contracts and re- 
quire allocations for industrial resources are delegated to the Secretary of Commerce 
by Executive Order 12919. 

Commerce has implemented these authorities through the Defense Priorities and 
Allocations System (known as “DPAS”). DPAS has two broad purposes. First, it 
seeks to ensure the timely availability of products, materials, and services that are 
needed to meet national defense and emergency preparedness requirements with 
minimal interference to the conduct of normal business activity. Second, it provides 
an operating structure to support a timely and comprehensive response by U.S. in- 
dustry in the event of a national emergency. 

Under the DPAS, the Department of Commerce delegates the authority to use the 
system to obtain critical products, materials, and services as quickly as needed by 
several Federal agencies including the Department of Defense. To implement this 
authority, these agencies — called Delegate Agencies — can place what are known as 
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“rated orders” on essentially all procurement contracts. The prime contractors, in 
turn, place “rated orders” with their subcontractors for parts and components down 
through the vendor base. The “rated orders” notify the contractors that they are 
accepting contracts rated by the U.S. Government. The contractors then must give 
these orders priority over unrated commercial orders to meet the delivery dates of 
the rated orders. The Department has also authorized use of this authority to meet 
certain critical Homeland Security requirements as I will discuss with you in just 
a few minutes. 

In the vast majority of these cases, the procuring Federal agency and the con- 
tractor quickly come to mutually acceptable terms for priority production and 
delivery. If the company and the Delegate agency cannot reach agreement, the De- 
partment of Commerce provides “Special Priorities Assistance” — essentially, it func- 
tions as intermediary — to resolve disputes and ensure that production bottlenecks 
for many military and national emergency requirements are resolved. 

Let me briefly highlight a few examples of the Department’s work in this impor- 
tant area. 

Operations Desert Shield and Desert Storm 
In 1990 and 1991, Commerce worked actively to administer the DPAS in support 
of U.S. and allied requirements for Operations Desert Shield and Desert Storm. We 
handled 135 Special Priorities Assistance cases to assure timely delivery of critical 
items, including avionics components for aircraft, precision guided munitions, com- 
munications equipment, and protective gear for chemical weapons. In the majority 
of cases, due to the Commerce Department’s involvement, delivery schedules were 
reduced from months to weeks or from weeks to days. 

Coalition Action in the Balkans 

From 1993-2000, Commerce handled 73 Special Priorities Assistance cases in 
support of U.S. forces, allied forces, and NATO coalition action in the Balkans. Al- 
though most of these cases pertained to NATO acquisition in the United States of 
communication and computer equipment, Special Priorities Assistance under DPAS 
also was used to expedite the production and delivery of such military items as an- 
tennas, positional beacons, and precision guided munitions for both U.S. and allied 
forces. Priorities authority may be used to support allied defense requirements when 
such support is deemed by the Department of Defense to be in the interest of U.S. 
national defense. 

Operations Enduring Freedom and Iraqi Freedom 
The DPAS was again used extensively and successfully to secure delivery of a 
number of items for both the United States and allied forces to support the troop 
deployments both in Afghanistan under Operation Enduring Freedom and then in 
Iraq under Operation Iraqi Freedom. For U.S. forces, the Commerce Department 
worked closely with U.S. suppliers to obtain guidance system components for “smart 
bomb” precision guided munitions, targeting and sensor equipment for our Predator 
and Global Hawk Unmanned Aerial Vehicles, SATCOM radio equipment, and bal- 
listic material for body armor. For our allies such as the United Kingdom, the Com- 
merce Department worked to obtain deliveries of such items as satellite communica- 
tion radios and search and rescue radios, helicopter equipment avionic displays and 
navigation systems, night vision devices, and GPS receivers for both ground troop 
use and as a “smart bomb” guidance system component. For the Australians, we se- 
cured timely delivery of infrared laser targeting equipment. 

Homeland Security 

In 1994, the DPA priorities and allocations authority under Title I was extended 
to cover civil emergency preparedness activities by the Robert T. Stafford Disaster 
Relief and Emergency Assistance Act (Stafford Act). This extension of authority has 
been relied upon to support several post-September 11 homeland security initia- 
tives. For example: 

• The Federal Bureau of Investigation was granted the DPAS authority for the Tril- 
ogy program to upgrade nationwide FBI communications and data processing 
capabilities; 

• The Transportation Security Administration was granted the DPAS support to 
achieve the timely delivery of explosive detection systems equipment to screen 
checked baggage for explosives at more than 400 U.S. commercial airports. This 
was followed by a grant of DPAS authority for TSA’s 7-year, $1 billion aviation 
security Information Technology Managed Services program to upgrade airport 
and airline security data processing and communications capabilities. 

• Currently, the Commerce Department is working with the Department of Home- 
land Security to review a request by the Customs Service for DPAS support of 
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its 5-year, $1.3 billion port security Automated Commercial Environment (ACE) 

system to enhance port security, especially as it pertains to the tracking and the 

identification of containerized cargo. 

While these examples represent only a small fraction of the total number of exer- 
cises of the DPAS, I believe they demonstrate how DPAS remains critically relevant 
to meeting increasingly complex contemporary national defense, emergency pre- 
paredness, and homeland security needs. 

Defense Trade Offsets 

Pursuant to Section 309 of the DPA, the Department of Commerce reports to the 
Congress on the use of offsets in defense trade. Offsets are industrial compensation 
practices required by foreign governments as a condition of purchase of defense arti- 
cles and/or services. For example, a foreign government may agree to purchase 
fighter aircraft from an American manufacturer, but can require that some of the 
aircraft components be produced in the foreign country using local suppliers. For- 
eign governments may also demand technology transfer, local investment, and 
countertrade as part of the agreement. 

In February of this year, Commerce sent its sixth report on offsets to Congress 
covering the period of 1993 through 1999. From the anecdotal reports we have 
received, the report appears to have been widely read and well-received by Congress 
and by industry. The report found that, during the covered time period, U.S. defense 
exports were increasingly affected by the use of offsets as part of defense sales, espe- 
cially in light of a global retrenchment in military expenditures. Specifically, we 
found that offsets have become an increasingly important factor in determining con- 
tract awards, and have a direct bearing on U.S. defense contractors’ access to for- 
eign markets. Offset agreements in excess of 100 percent of the contract value are 
occurring with increasing frequency, and in some cases have exceeded 300 percent 
of the contract. 

As a matter of policy, the U.S. Government is not involved in the development 
of offset proposals by U.S. defense firms as they bid on international defense weap- 
ons projects. However, as the report expresses, the Department of Commerce is con- 
cerned that the level of offsets required by foreign governments appears to be rising 
and that the offset package is becoming a signal factor in determining a contract 
award. In the event that U.S. defense firms are prevented from competing on a level 
playing field in the international marketplace, the U.S. industrial base at both the 
prime and the subcontractor levels will suffer. Accordingly, the Department of Com- 
merce is committed to working with U.S. industry, the Department of Defense, and 
foreign governments to analyze the impact of offsets on all parties and to seek ways 
to mitigate the adverse effects of offsets on competition. 

Defense Industrial Base Studies 

Under Section 705 of the DPA and Executive Order 12656, the Department of 
Commerce conducts surveys and analyses, and prepares reports on specific sectors 
of the U.S. defense industrial base. These studies are usually requested by the 
Armed Services, Congress, or industry. Using these industrial base studies, the De- 
partments of Commerce and Defense can, for example, measure industry capabili- 
ties in an area such as high-performance explosives or measure industry dependence 
on foreign materials in manufacturing U.S. defense systems. The studies provide a 
competitive benchmark of critical sectors within the U.S. defense industrial base 
and gauge the capabilities of these sectors to provide defense items to the U.S. mili- 
tary. The studies also provide detailed data that are unavailable from other sources. 

Currently, the Department of Commerce has a number of studies underway, in- 
cluding assessments of the air delivery (parachute) industry, the munitions power 
sources (batteries) industry, the shipbuilder’s subcontractor base, and the textile 
and apparel industry. When completed, these assessments will provide the Govern- 
ment with information needed to understand the health and viability of each sector. 

Section 705 of the DPA provides the Department of Commerce investigative au- 
thority regarding the defense industrial base and we have used this authority in the 
performance of industrial base assessments. While we are confident that this is con- 
sistent with Congress’ intent, it would be helpful if that intent were made explicit 
in the language of Section 705. To that end, we support a slight amendment to Sec- 
tion 705 to make clear that the investigative authority “includes the authority to 
obtain information in order to perform industry studies assessing the capabilities of 
the United States industrial base to support the national defense.” This amendment 
to Section 705 was included in the DPA reauthorization legislation reported out by 
the House Committee on Financial Services. 
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Foreign Investments in the United States 

Finally, Commerce is involved in the exercise of authority under Section 721 of 
the DPA, known as the “Exon-Florio Provision” (which unlike the other provisions 
described above, would not expire without reauthorization, but I describe for the 
sake of completeness). Section 721 authorizes the President to prohibit foreign in- 
vestments in U.S. companies that would result in foreign control when there is cred- 
ible evidence that the foreign person exercising control “might take action that 
threatens to impair the national security,” and no other laws are adequate and ap- 
propriate to deal with the threat. Pursuant to Executive Order 12661, the President 
has designated an interagency Committee on Foreign Investment in the United 
States (“CFIUS”) to assist in tbe exercise of this authority. The Department of Com- 
merce’s contribution to the CFIUS process includes providing a defense industrial 
base and export control perspective to the CFIUS reviews. While the United States 
remains generally very much open to foreign investment — and the Exon-Florio 
authority to prohibit an investment has been used quite rarely — in this period of 
rapid globalization, the existence of this authority and the interagency review proc- 
ess are important. 

Summary 

In sum, the DPA provides authority for a variety of programs at the Department 
of Commerce of substantial importance to our Nation’s security. Through DPAS, it 
facilitates the timely and effective provision of necessary supplies to our military, 
to our close allies, and increasingly, to meet Homeland Security requirements. The 
DPA also facilitates valuable assessments of the impact of offsets in defense trade 
and the health of key sectors of the defense industrial base. Finally, it affords the 
U.S. Government the opportunity to assess — and if necessary, take steps to limit 
foreign investments in U.S. companies that could threaten U.S. national security. 

Most provisions of the Defense Production Act are not permanent law and must 
be renewed by Congress. For all these reasons, the Department of Commerce fully 
supports extending the Defense Production Act for a 5-year period. 

Thank you. 


PREPARED STATEMENT OF R. DAVID PAULISON 

Director, Preparedness Division 
Emergency Preparedness and Response Directorate 
U.S. Department of Homeland Security 

June 5, 2003 

Good afternoon, Mr. Chairman and Members of the Committee, I am David 
Paulison, Director of the Preparedness Division within the Emergency Preparedness 
and Response Directorate of the Department of Homeland Security (DHS). On be- 
half of Secretary Ridge, I appreciate the opportunity to appear before you today to 
support the 5-year reauthorization of the nonpermanent provisions of the Defense 
Production Act (DPA). 

The DPA is the President’s primary authority to ensure the timely availability of 
industrial resources for both military and civil emergency preparedness and re- 
sponse. Expiration of these provisions would severely undermine our Nation’s ability 
to prevent, as well as to respond to a disaster that is truly catastrophic — whether 
natural or man-made. 

The Department of Homeland Security combines many Government functions that 
focus on protecting our Nation’s borders and airports, among other activities, and 
ensuring that we are prepared for and able to respond to terrorist attacks and nat- 
ural disasters. The Defense Production Act authorities are critical to the Depart- 
ment’s strategic objectives to prevent terrorist attacks within the United States, 
reduce America’s vulnerability to terrorism, minimize the damage and hasten the 
recovery from attacks that may occur. 

Since September 11, we have seen the effectiveness of the Defense Production Act 
in reducing the Nation’s vulnerability to terrorism. Specifically, the Defense Prior- 
ities and Allocation System authorized under Title I of the DPA was used by the 
Transportation Security Administration to expedite the production of explosive de- 
tection and communication systems for our major airports. Without the use of these 
priority orders, the manufacturers could not have delivered these systems in a time- 
ly fashion. In addition, we expect to request assignment of a DPA priority rating 
from the Department of Commerce to support the Bureau of Customs and Border 
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Protection within our Department to obtain equipment that will enable us to track 
containerized shipping arriving at our borders. 

The Defense Production Act can also be used for preparedness, response, and re- 
covery activities in catastrophic disasters such as an earthquake, a hurricane, or an 
incident involving a weapon of mass destruction. This use is being integrated into 
planning for such catastrophic occurrences. 

DHS understands the need to have a priorities and allocations system ready to 
ensure the timely availability of resources to meet civil emergency requirements. 
Such a priorities and allocations system will enable Federal, State, and local govern- 
ments to acquire items needed urgently to meet the needs of the affected population 
when such items are not readily available in the marketplace. Without this system 
our response and recovery operations could be severely hindered. 

Other DPA authorities are important to the DHS mission. These authorities 
include the use of: 

• Financial incentives, subject to Presidential designation, to establish industrial 
capacity for products and services, such as vaccines to protect against biological 
agents (under Title III); 

• Industry agreements to enhance preparedness and response capabilities — for ex- 
ample, critical infrastructure protection (under Section 708); and 

• An executive reserve to provide expertise from the private sector during an emer- 
gency (under Section 710). 

Within the new Department, DPA authorities reside with the DHS Under Sec- 
retary for Emergency Preparedness and Response. DHS is preparing departmental 
guidance on the use of these DPA authorities. Specifically, DHS is implementing its 
DPA responsibilities by: 

• Serving as an advisor to the National Security Council (NSC) on DPA authorities 
and national security resource preparedness issues and reporting on activities 
under Executive Order 12919; 

• Providing central interagency coordination of the plans and programs incident to 
the authorities under Executive Order 12919; 

• Developing guidance and procedures under the DPA for approval by the NSC; 

• Resolving issues on resource priorities and allocation; 

• Making determinations on use of priorities and allocations for essential civilian 
needs supporting the national defense; and 

• Coordinating the National Defense Executive Reserve (NDER) program activities 
of departments and agencies in establishing NDER units and providing guidance 
for recruitment, training, and activation. 

The DHS National Defense Executive Reserve (NDER) program is being evalu- 
ated in terms of what private sector expertise can be mobilized when needed to re- 
spond to today’s threats. NDERs are valuable assets to several Federal departments 
and agencies. The reauthorization of DPA is required to continue this program. 

DHS also recognizes the importance of Section 708 of the Defense Production Act 
that provides authority for the creation of voluntary industry agreements to support 
preparedness for national defense and civil emergencies. This authority allows in- 
dustry and the Federal Government to work together to solve problems that inhibit 
the availability of resources in an emergency. The Homeland Security Act author- 
ized the use of this provision for critical infrastructure protection planning and 
information sharing. Section 708 provides narrow antitrust and limited liability 
protections for infrastructure sectors and industry that are asked to prepare pre- 
paredness plans. DHS will be reviewing the guidelines for this program and deter- 
mining if they need to be revised or streamlined to meet the current environment. 

We will work with the National Security Council, the Homeland Security Council, 
and the appropriate Federal departments and agencies to ensure that DHS issues 
proper guidance and procedures for the implementation of these DPA authorities. 
We view DHS responsibilities under the DPA seriously and recognize the potential 
of the Act to support the efforts of other departments and agencies to prevent, pre- 
pare for, respond to, and recover from potential terrorist incidents and other emer- 
gencies. 

In summary, the Department of Homeland Security is committed to fulfilling its 
responsibilities under the DPA and recognizes the Act’s potential to enhance signifi- 
cantly the Nation’s ability to respond to a homeland security threat. 

Thank you for the opportunity to appear today. I would be pleased to answer any 
questions that you may have. 
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PREPARED STATEMENT OF DENISE SWINK 

Acting Director, Office of Energy Assurance 
U.S. Department of Energy 
June 5, 2003 

I am Denise Swink, Acting Director of the Office of Energy Assurance at the U.S. 
Department of Energy. I am pleased to appear before the Committee in response 
to its request for testimony by the Department on the reauthorization of the Defense 
Production Act of 1950. The Committee’s invitation letter requests the Department 
to address, in particular, the role of the Department of Energy in responding to cri- 
ses in which Defense Production Act authorities are required. 

The DOE Office of Energy Assurance is responsible for protecting critical infra- 
structures and key assets in the energy sector. Our office leads the effort to ensure 
a secure, reliable flow of energy to America’s homes, businesses, industries, and crit- 
ical infrastructures (e.g., telecommunications, transportation, water supply, banking 
and finance, manufacturing, education and public health systems). In carrying out 
our mission, we work closely with the Department of Homeland Security and in 
partnership with industry and State and local governments. The Department’s en- 
ergy assurance program is conducted in direct support of the President’s National 
Strategy for Homeland Security and the President’s National Energy Policy. 

A comprehensive discussion of the authorities contained in the DPA and of how 
they might be used in responding to energy emergency situations is contained in 
a 1982 Department of Justice memorandum of law for the President which was sub- 
mitted to the Congress in compliance with the Energy Emergency Preparedness Act 
of 1982 (Public Law 97-229). The memorandum’s discussion of the DPA remains 
valid today. As the Justice Department’s memorandum makes clear, whether the 
Defense Production Act authorities placed in the President might be useful in re- 
sponding to energy crises would be highly fact-dependent. However, we do believe 
that a number of the Act’s provisions could be potentially useful in addressing en- 
ergy needs, and I will address their past use by the Department and ways in which 
the authorities could be useful in the future. 

Title I of the Defense Production Act contains two separate “priority contracting” 
provisions authorizing the President to require performance on a priority basis of 
contracts or orders in certain circumstances. The Secretary of Energy has been dele- 
gated authority by the President to exercise the Title I priority contracting authori- 
ties, in Executive Order Numbers 11790 and 12919. The first provision, Section 
101(a) of Title I, deals with priority contracting to “promote the national defense.” 
Under Section 101(a), the Secretary may require performance on a priority basis of 
contracts for energy supplies that the Secretary deems “necessary or appropriate to 
promote the national defense.” This authority could be used, for example, to require 
the acceptance of and priority performance under contracts relating to production, 
delivery, or refining of petroleum products or other forms of energy, including nat- 
ural gas, to meet the energy needs of the Department of Defense and its contractors. 
It also could be used to facilitate transportation of energy supplies to meet national 
defense needs, for example, by requiring pipelines, marine terminals, and other fa- 
cilities to perform energy transport contracts necessary to meet the priority needs 
of the Defense Department and its contractors. 

In determining what the national defense requires, it is clear the Secretary may 
consider the potential impact of shortages of energy supplies. In the Energy Security 
Act of 1980, Congress specifically designated energy as a “strategic and critical ma- 
terial” within the meaning of the Defense Production Act and also added language 
to the DPA Declaration of Policy that establishes a link between assuring the avail- 
ability of energy supplies and maintaining defense preparedness. The Defense Pro- 
duction Act’s Declaration of Policy states: 

[Iln order to ensure national defense preparedness, which is essential to na- 
tional security, it is necessary and appropriate to assure the availability of 
domestic energy supplies for national defense needs. 

The second priority contracting provision in Title I of the Defense Production Act, 
Section 101(c), is linked to facilitating projects that maximize domestic energy sup- 
plies rather than to meeting the needs of the national defense. Section 101(c) au- 
thorizes the Department of Energy to require priority performance of contracts for 
goods and services for projects which would maximize domestic energy supplies, if 
the Secretaries of Energy and Commerce make certain findings, including that the 
good or service is scarce, critical, and essential to maximizing domestic energy sup- 
plies. If world circumstances were such that the President directed a drawdown of 
the Strategic Petroleum Reserve, and coincident with that direction from the Presi- 
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dent there was a significant breakdown in the Strategic Petroleum Reserve facili- 
ties, that would be the type of circumstance where, if it were urgent to replace 
scarce and backlogged specialized pumps and other apparatus, the Department 
could rely upon Section 101(c) to bring the facility back online in an operational 
sense as promptly as possible. Absent the Defense Production Act, it would be 
exceedingly difficult to persuade vendors to put our order at the head of the line 
for fear of third-party contract liability that they otherwise might expose themselves 
to, even if they were otherwise willing to cooperate with the Department in the in- 
terests of the country. 

Section 101(c) might be used alone, or in tandem with Section 101(a), to assist 
in restoring critical energy infrastructures following widespread terrorist attacks or 
a natural disaster, for example, to assist electric utilities, oil companies, or other 
energy companies in obtaining equipment needed to repair damaged facilities, or to 
provide fuel oil or natural gas to electric utilities to ensure continued supply of elec- 
tricity. 

Section 101(c) was used in the late 1970’s and again in the 1980’s and early 1990’s 
to facilitate petroleum production development of the Alaskan North Slope. The De- 
partment also relied on Section 101(c), as well as 101(a), as a complement to the 
emergency provisions of the Natural Gas Policy Act, in its January 2001 orders, di- 
rected by former President Clinton, to Pacific Gas and Electric Company and a num- 
ber of natural gas suppliers to assure the continued supply of natural gas necessary 
for continued availability of electric service in the central and northern regions of 
California. 

A third Defense Production Act provision which has been used in the past to ad- 
dress energy supply problems is Section 708, which provides a limited antitrust 
defense and breach of contract protection for industry participating in voluntary 
agreements and plans of action “to help provide for the defense of the United States 
through the development of preparedness programs and the expansion of productive 
capacity and supply beyond levels needed to meet essential civilian demand in the 
United States.” This provision had its roots in our World War II experience and was 
an important vehicle for gaining the help of the oil industry during and after the 
Korean War. For example, in 1951-52, a voluntary agreement under Section 708 
was used to protect a group of oil companies which agreed to provide heating oil 
to redress a winter shortfall in New England. Later, Section 708 was used for the 
first voluntary agreement of U.S. oil companies which had agreed to participate in 
the International Energy Agency’s standby emergency preparedness programs. Sub- 
sequently, in 1975, Congress enacted very similar voluntary agreement authority in 
Section 251 of the Energy Policy and Conservation Act as the vehicle for U.S. oil 
company participation in the energy emergency preparedness activities of the Inter- 
national Energy Agency. 

In the future, in the event of widespread damage to energy production or delivery 
systems caused by acts of terrorism or natural disasters, the DPA’s Section 708 vol- 
untary agreement authority might be used in establishing a voluntary agreement 
of energy service companies to coordinate the planning of the restoration of the 
damaged facilities. 

To facilitate communications among stakeholders and to broaden our partnerships 
with the private sector, we have established Information Sharing and Analysis Cen- 
ters (ISAC’s) among energy industry stakeholders to improve infrastructure secu- 
rity. We expect to confer with the ISAC’s on all of the authorities available to the 
President and to the Department that might be useful in protecting and, if nec- 
essary, restoring critical energy infrastructures. 

The Secretary believes that the authorities the DPA confers on the President are 
important tools that should remain available to the President unimpaired to use in 
appropriate circumstances. Accordingly, the Department joins the rest of the Admin- 
istration in supporting a 5-year extension of the Defense Production Act. 

This concludes my prepared statement. I will be pleased to respond to any ques- 
tions the Committee may have. 



40 


RESPONSE TO WRITTEN QUESTIONS OF SENATOR SHELBY 
FROM RON AL D M. SEGA 

Q.l. What steps can be taken to ensure the retention of domestic 
semiconductor chip manufacturing capabilities, as well as research 
and design capabilities? 

A.l. The Department is continuously assessing the health of the 
domestic defense industrial base to ensure that it can meet na- 
tional security goals such as maintaining the technological superi- 
ority of defense systems and providing a more timely response to 
crisis needs. Should a shortfall in production capability for semi- 
conductors or other materials essential for national defense be 
identified, the Defense Production Act (DPA) provides an array of 
authorities that could be employed. The Department continues to 
have a strong research and engineering semiconductor program. 
The current year’s investment in semiconductors ensures that the 
Department’s current and future military systems will have techno- 
logical superiority. 

Q.2. Is this an issue that the department feels could or should be 
addressed within the context of the DPA? 

A.2. DPA authorities could be used to address a shortfall in semi- 
conductor manufacturing capability. For example, the Department 
is currently executing a DPA Title III project to modernize and 
maintain the production capabilities of the remaining domestic pro- 
ducers of Radiation hardened microelectronics to enable them to 
meet the requirements of defense space and missile systems. Other 
Title III projects (current and previous) supporting the domestic 
semiconductor industry include: Radiation hardened microprocessor 
for space, radiation hardened cryogenic temperature microelec- 
tronics, silicon carbide substrates, semi-insulating gallium arsenide 
wafers, high purity float zone silicon, and semi-insulating indium 
phosphide substrates. 

RESPONSE TO ORAL QUESTION OF SENATOR SARBANES 
FROM SUZANNE D. PATRICK 

Q.l. During the hearing the following question was asked: We last 
reauthorized the DPA in 2001. In fact, we had held an oversight 
hearing ahead of the Administration’s submission of authorization, 
which came from the Federal Emergency Management Agency and 
was transmitted to this Committee, the reauthorizaton request. 

Now, this year, the Administration’s transmission to the Con- 
gress requesting a reauthorization came not from FEMA nor to the 
Committee, but came from the Defense Department as part of the 
request for the national defense authorization bill and went to the 
Vice President in his capacity as President of the Senate. 

That is a complete departure from past precedent with respect to 
the DPA, and I was interested to know why that occurred. 

A.l. The information follows: 

Executive Order 12919 designates FEMA as the lead federal 
agency responsible for providing central coordination and support 
of a variety of Defense Production Act (DPA) matters to include 
plans and programs incident to the authorities under the order; 
and developing guidance and procedures under the DPA that are 
approved by the National Security Council (NSC). As such, FEMA 
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has the primary responsibility for leading an interagency effort to 
develop a legislative proposal for submission to Congress. 

During the fourth quarter of 2002, Department of Defense rep- 
resentatives made a number of inquiries to FEMA and NSC staff 
regarding the need to initiate an interagency effort to develop a 
legislative proposal to reauthorize the Defense Production Act prior 
to its expiration on September 30, 2003. However, little action was 
taken. By early January 2003, with conflict in Iraq imminent and 
the need to meet Congressional schedules for timely consideration 
of legislation, it was imperative that reauthorization legislation be 
submitted at the earliest possible opportunity. Consequently, the 
Department of Defense, with the knowledge and acquiescence of 
the NSC and FEMA, drafted legislation to reauthorize the Defense 
Production Act. The legislative proposal was included in the DOD 
National Defense Authorization bill that was forwarded to Con- 
gress on March 3, 2003. The Authorization bill was deemed to be 
the most practical way of submitting the legislation to Congress. 
This was done with the full expectation that the proposed legisla- 
tion would be provided to the Senate Committee on Banking, Hous- 
ing, and Urban Affairs and the House Committee on Financial 
Services for consideration. In the future, we fully expect the De- 
partment of Homeland Security to take the lead in efforts regard- 
ing the Defense Production Act. 

We apologize for any confusion this action may have engendered. 
It was never the intent of the Department of Defense to circumvent 
the jurisdiction of the Senate Committee on Banking, Housing, and 
Urban Affairs and the House Committee on Financial Services over 
the Defense Production Act. 

RESPONSE TO WRITTEN QUESTIONS OF SENATOR REED 
FROM RONALD M. SEGA 

Q.l. A number of experts have recently raised concern over the fu- 
ture of the domestic semiconductor microelectronics industry and 
its ability to compete with China and other nations. As you know, 
microelectronics are at the heart of almost all of our advanced 
weapon systems, so, I am concerned that without some action the 
United States will lose the ability to supply the electronics it needs 
for our own defense systems. In your testimony, I know you high- 
light some past work that has supported the semiconductor indus- 
try. What are your future plans to make use of the authorities of 
the Defense Production Act to preserve this critical national capa- 
bility? 

A.l. The authorities of Title III of the DPA provide an extremely 
valuable tool by which the Department can apply financial incen- 
tives to either maintain an essential domestic defense industrial 
capability or encourage private industry to undertake the creation 
of new domestic sources of supply. Whenever an industrial base 
shortfall jeopardizes our defense capabilities, whether it is micro- 
electronics or other technology items, DPA authority can be used 
to resolve the shortfall. One semiconductor related project being 
considered for Title III assistance is a next generation radiation 
hardened microprocessor. 
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Q.2. I know that the Defense Production Act program tries to ad- 
dress technology areas in which U.S. industry lags behind foreign 
producers. How exactly do you measure how U.S. industry stands 
relative to foreign industry when it comes to the development and 
manufacture of defense technologies? 

A.2. The Department relies on existing industrial base, technical, 
and market studies/assessments to gain insight into specific tech- 
nical areas or industries and to determine whether or not the 
criteria set forth in the DPA are fully satisfied. Sources of this in- 
formation often include: Industrial base assessments prepared by 
DOD; specialized technical assessments authored by the military 
services; and commercially available market and technology stud- 
ies. The principal focus of any assessments or investigations under- 
taken directly by the DPA program is to better understand the 
composition and nature of competition within a specific industry. 
Emphasis is placed on identifying the business and technical fac- 
tors that contribute to diminishing production capability, lack of in- 
vestment, and financial weakness that often foretell the need for 
application of the DPA authorities. To the maximum extent fea- 
sible, findings are used to formulate an acquisition strategy to ad- 
dress and overcome these factors in order to strengthen the produc- 
tion capabilities and economic viability of domestic producers. 

RESPONSE TO WRITTEN QUESTIONS OF SENATOR REED 
FROM SUZANNE D. PATRICK 

Q.l. I know that in our fiscal year 2004 bill, the Senate Armed 
Services Committee has requested a report from DOD on plans to 
address the future of domestic supplies of semiconductor microelec- 
tronics needed for defense systems. I look forward to seeing that 
report. I hope you will be involved in its development and make 
sure that the DPA programs are highlighted in DOD’s plans? 

A.l. Yes, my office has already been studying the semiconductor in- 
dustrial base. We are involved in a coordinated effort across the 
Department to respond to the fiscal year 2004 Senate Armed Serv- 
ices Committee language in addition to other Congressional tasks 
addressing semiconductors. The Defense Production Act (DPA) 
Title III program is already playing a critical role in improving the 
radiation hardened segment of the semiconductor industrial base. 
The Department will consider DPA for other uses as our broader 
plans develop. 

Q.2. I note that in the Senate Armed Services Committee, we pro- 
posed that Dr. Sega establish a Global Research Watch program to 
help him make assessments of foreign scientific capabilities and 
help make investment decisions for DOD science and technology. 
Do you think that a similar effort should be made to address indus- 
trial base issues and assess foreign manufacturing capabilities of 
defense systems? 

A.2. The Department’s ongoing process of assessing foreign manu- 
facturing capabilities generally is decentralized, being performed at 
the individual program level. At that level, the Department surveys 
the potential suppliers domestically and internationally. A formal, 
global assessment process would not be as responsive or as timely 
to the requirements of programmatic decisions. 
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The competence of off-shore manufacturing is of interest, but the 
truly important thing is that we continue to have access, either 
through domestic manufacturers or through our friends and allies, 
to the capabilities necessary to deliver the world-class equipment 
to the warfighter that America expects. To better focus our efforts, 
we are conducting a series of studies across the Joint Warfighting 
Capabilities Assessment architectures to catalog which operational 
capabilities require national industrial leadership to maintain an 
asymmetric operational advantage and to identify the key indus- 
tries critical to those capabilities. We then will make an over- 
arching assessment of the ability of domestic and foreign industry 
to provide those capabilities for defense systems. This assessment 
will allow us to bring our resources to bear to sustain our indus- 
trial leadership or to gain it in these key industries. As the indus- 
trial base then continues to evolve we can update our assessments 
to put priority on efforts to maintain national leadership on critical 
industries while depending on the global marketplace for our other 
requirements. The results of these studies will be carefully coordi- 
nated within the Department, most particularly with Dr. Sega’s 
staff, to ensure maximum synergies among our collective efforts. 

Q.3. Are you aware of any systems, subsystems, components, or 
materials that the United States requires for current or future de- 
fense needs that cannot currently be produced domestically? 

A.3. The Department procures a wide range of products and serv- 
ices to meet its national defense responsibilities. Sometimes these 
products, subsystems, components, and materials are procured 
from foreign sources. DOD generally does not mandate supplier se- 
lections to its contractors. We expect our contractors to select 
reliable, capable suppliers consistent with obtaining best value, en- 
couraging effective competition, and meeting national security 
requirements. Our prime contractors and first and second tier sup- 
pliers indicate they select foreign subcontractors for specific items 
because those subcontractors offer the best combination of price, 
performance, and delivery. 

The plain fact is that DOD and its contractors have been very 
conservative in using foreign sources. This reality is born out in a 
“Study on Impact of Foreign Sourcing of Systems” that we sub- 
mitted to Congress in October 2001. The study findings showed 
that less than 2 percent of the subcontracted efforts went to foreign 
sources, that none of these foreign sources represented a threat to 
national security, and that the vast majority of the foreign sources 
were located in NATO-member nations. The study identified only 
six instances where domestic sources were not then available to 
compete for items subcontracted to foreign suppliers. These in- 
stances were associated with a single source. United States sources 
are or could be available if needed without significant additional 
cost, time, and risk. 

We know that the U.S. defense industrial base does not have the 
global monopoly on good ideas and technology innovation. In fact, 
the smaller scale, the faster pace, and the relatively lower cost of 
the individual warfighting elements of net-centric systems will pro- 
vide unique opportunities to allies willing to focus ever-limited 
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budgetary resources on “niches” that are the key to net-centric 
solutions. 

Q.4. I know that there are a number of DOD programs that at- 
tempt to address the issue of maintaining the industrial base nec- 
essary to support our national security requirements. Could you 
quickly list those different activities? Also, could you describe to us 
how these programs are coordinated within DOD and with other 
Federal agencies? Who is the overall program coordinator within 
DOD? 

A.4. It is our view that the competitive pressure of the marketplace 
is the best vehicle to shape and sustain an industrial base that 
supports our national security requirements. DOD takes action to 
intervene in that marketplace only when necessary to develop and/ 
or to preserve industrial and technological capabilities essential to 
defense that the marketplace, left unattended, would not. As the 
principal customer, DOD research and development and acquisition 
plans, budgets, evaluations, and decisions play a significant role in 
shaping the defense industry. 

The Under Secretary of Defense for Acquisition, Technology & 
Logistics has the overarching responsibility to coordinate such pro- 
grams, working through the Military Departments, the Defense 
Advanced Research Projects Agency, and also DOD’s Small and 
Disadvantaged Business Utilization organization. Within this over- 
all framework, the DOD also employs several programs to develop 
or improve defense-critical industrial and technological capabilities, 
including the authorities of Title III of the Defense Production Act; 
and the Manufacturing Technology, Small Business Innovative Re- 
search, and Technology Transfer programs. 

One of our major areas of emphasis is to ensure that barriers to 
enter the defense business do not discourage innovative, smaller 
suppliers from offering creative solutions to defense problems. To 
this end, we have established a clearinghouse within the Office of 
the Director, Defense Research and Engineering to help the non- 
traditional suppliers navigate the defense enterprise; and we are 
developing search engines to help such firms access available DOD 
information. 

Finally, we conduct assessments of selected segments of our in- 
dustrial base to determine if industrial and technological capabili- 
ties are sufficient to meet current and projected defense require- 
ments. We summarize these assessments in our annual industrial 
capabilities reports to Congress. This year, as I noted in response 
to an earlier question, we also are conducting studies to identify 
industrial base needs in light of transformational warfare require- 
ments, highlighting the potential contribution of nontraditional 
suppliers, both domestic and global. 

Q.5. I understand that in the House Armed Services Committee’s 
bill, that we are about to begin conferencing, they established a 
$100 million Defense Industrial Base Capabilities Fund that would 
be used to address perceived shortfalls in our domestic industrial 
base. Have you had a chance to review this legislation? 

A.5. Yes, I have had an opportunity to review the legislation. 
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Q.6. Can this provision be viewed as duplicative to the Defense 
Production Act or do you think a fund like this would be a valuable 
tool in addressing some of the industrial base issues we are dis- 
cussing today? 

A.6.: The Defense Industrial Base Capabilities Fund established by 
section 814 of title VIII, subtitle B of H.R. 1588, is intended to de- 
velop capabilities for the production of critical items available only 
from foreign contractors or from a limited number of U.S. manufac- 
turers. I believe the proposed fund would duplicate many aspects 
of the current Defense Production Act Title III program. Current 
Title III authorities give the Department a powerful tool with 
which it can provide domestic industry with a variety of financial 
incentives to either maintain, modernize, or expand an essential 
domestic defense industrial capability or encourage private indus- 
try to undertake the creation of new domestic sources of supply for 
advanced materials and technology items and accelerate the de- 
ployment of new products and manufacturing process technology 
into and across the U.S. industrial base. The Department has used 
this program to facilitate the transition of state-of-the-art materials 
and products from development to production, to strengthen key 
domestic industrial sectors, and to reduce U.S. dependency on for- 
eign sources for materials and technologies critical to national de- 
fense. I believe the House provision would impose unnecessary 
administrative and staff burdens on the Department without pro- 
viding any additional benefits. 

Q.7. As we go into our conference, I hope that you can give us your 
views and insights on this language so that we can amend or per- 
fect it so that it can address the industrial base shortfalls that 
may exist. 

A.7. I would urge that this provision, and all of the other provi- 
sions of Subtitle B of Title VIII of H.R. 1588, be rescinded. The 
provisions in this subtitle seem to be based on the inaccurate pre- 
sumption that the U.S. defense industrial base needs to be revital- 
ized and that U.S. defense systems are vulnerable due to foreign 
dependencies. Collectively, I believe the provisions likely would 
have a catastrophic impact on the Department’s ability to meet its 
national security responsibilities. DOD weapons programs would 
have to be reexamined and restructured to eliminate foreign con- 
tent, thereby significantly increasing costs and delaying fielding 
dates, degrading military capabilities, reducing interoperability, 
and inviting trade retaliation from allies. U.S. defense contractors 
would be required to expend hundreds of millions of dollars to re- 
place non-U. S. machine tools. Burdensome and expensive reporting 
requirements would be placed on tens of thousands of U.S. contrac- 
tors, subcontractors, and offerors to collect proprietary information, 
the primary purpose of which would be to establish a baseline to 
eliminate non-U. S. suppliers and machine tools. These provisions 
also would have the unintended consequence of discouraging U.S. 
suppliers from participating in the defense business. 
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RESPONSE TO ORAL QUESTION OF SENATOR SHELBY 
FROM DENISE SWINK 

Q.l. During the hearing the following question was asked: Could 
you now or for the record provide the Committee the Energy De- 
partment’s understanding of its role and responsibilities in imple- 
menting the Defense Production Act and what criteria you use at 
the Department of Energy in determining that a threat to national 
defense has materialized warranting its intervention in crises like 
that which affected California? 

A.l. A comprehensive discussion of the authorities contained in the 
Defense Production Act of 1950 (DPA) and of how they might be 
used in responding to energy emergency situations is contained in 
a 1982 Department of Justice memorandum of law for the Presi- 
dent which was submitted to the Congress in compliance with the 
Energy Emergency Preparedness Act of 1982 (Public Law 97-229). 
The memorandum’s discussion of the DPA remains valid today. As 
the Justice Department’s memorandum makes clear, the question 
of when the authorities conferred on the President by the DPA can 
be used in responding to energy crises is highly fact-dependent. 

Title I of the Defense Production Act contains two separate and 
distinct “priority contracting” provisions authorizing the President 
to require performance on a priority basis of contracts or orders in 
certain circumstances. The first authorizes action to “promote the 
national defense.” The second authorizes action to “maximize do- 
mestic energy supplies” as a general matter, not only when defense 
activities are directly implicated. The Secretary of Energy has been 
delegated authority by the President, through Executive Order 
Numbers 11790 and 12919, to exercise the Title I priority con- 
tracting authorities. 

The first provision, section 101(a) of Title 1, deals with priority 
contracting to “promote the national defense.” Under section 
101(a), the Secretary may require performance on a priority basis 
of contracts for energy supplies that the Secretary deems “nec- 
essary or appropriate to promote the national defense.” This au- 
thority could be used, for example, to require the acceptance of and 
priority performance under contracts relating to production, deliv- 
ery or refining of petroleum products or other forms of energy, in- 
cluding natural gas, to meet the energy needs of the Department 
of Defense and its contractors. It also could be used to facilitate 
transportation of energy supplies to meet national defense needs, 
for example, by requiring pipelines, marine terminals, and other fa- 
cilities to perform energy transport contracts necessary to meet the 
priority needs of the Defense Department and its contractors. 

In determining what the national defense requires, it is clear the 
Secretary may consider the potential impact of energy shortages. In 
the Energy Security Act of 1980, Congress specifically designated 
energy as a “strategic and critical material” within the meaning of 
the Defense Production Act and also added language to the DPA 
Declaration of Policy that establishes a link between assuring the 
availability of energy supplies and maintaining defense prepared- 
ness. The Defense Production Act’s Declaration of Policy states: 

[I]n order to ensure national defense preparedness, which 
is essential to national security, it is necessary and appro- 
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priate to assure the availability of domestic energy sup- 
plies for national defense needs. 

The second priority contracting provision in Title I of the Defense 
Production Act, section 101(c), is linked to facilitating projects that 
maximize domestic energy supplies. Section 101(c) authorizes the 
Department of Energy to require priority performance of contracts 
for goods and services for projects which would maximize domestic 
energy supplies, if the Secretaries of Energy and Commerce make 
certain findings, including that the good or service is scarce and 
critical and essential to maximizing domestic energy supplies. For 
example, if the President directed a drawdown of the Strategic Pe- 
troleum Reserve and if there was a significant breakdown in the 
Strategic Petroleum Reserve facilities, that could be the type of cir- 
cumstance where the Department might have to rely upon section 
101(c) to obtain equipment needed to bring the facility back online 
as promptly as possible. Absent the Defense Production Act, it 
might be impossible to persuade vendors to put our order at the 
head of the line for fear of third-party contract liability, even if 
they were otherwise willing to cooperate with the Department in 
the interests of the country. 

Section 101(c) also might be used alone, or in tandem with sec- 
tion 101(a), to assist in restoring critical energy infrastructures 
following widespread terrorist attacks or a natural disaster, for ex- 
ample, to assist electric utilities, oil companies or other energy 
companies in obtaining equipment needed to repair damaged facili- 
ties, or to provide fuel oil or natural gas to electric utilities to en- 
sure continued supply of electricity. Section 101(c) was used in the 
late 1970’s and again in the 1980’s and early 1990’s to facilitate pe- 
troleum production development of the Alaskan North Slope. 

In responding to the actual and threatened interruptions of nat- 
ural gas supplies in California in January 2001, the Department 
relied on both section 101(a) and 101(c), as a complement to the 
emergency provisions of the Natural Gas Policy Act, in its orders 
to Pacific Gas and Electric Company and a number of natural gas 
suppliers to assure the continued supply of natural gas necessary 
for continued availability of electric service in the central and 
northern regions of California. Defense considerations were an im- 
portant factor in the invocation of the DPA 101(a) authority. 
PG&E’s customer base in northern and central California includes 
a number of defense (including “space,” as the term “defense” is de- 
fined in the Defense Production Act) installations and defense con- 
tractors that use natural gas and electricity and that clearly would 
be adversely impacted by interruptions of natural gas service. Con- 
tinuity of supply to these facilities was threatened in the same 
fashion as other industrial natural gas consumers in PG&E’s serv- 
ice territory. In short, it was clear that a host of serious problems 
likely would have resulted if significant portions of California were 
to lose their natural gas supply and that potential harm to the na- 
tional defense was an important part of this myriad of concerns. 

In determining to rely on section 101(c), as well as 101(a), the 
Department recognized that in the situation existing in California 
in mid-January 2001, natural gas supplies would have become 
acutely scarce had the withholding by PG&E’s suppliers continued 
and expanded to more suppliers than those that already had termi- 
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nated deliveries. Moreover, continuity of natural supply was critical 
and essential in PG&E’s service area to electric energy generation, 
petroleum refining, and maintaining energy facilities. These factors 
seemed directly to bear on the terms of section 101 (c) of the De- 
fense Production Act relating to continuity of energy production 
and maximizing domestic energy supplies. 

RESPONSE TO ORAL QUESTION OF SENATOR AL LARD 
FROM DENISE SWINK 

Q.l. During the hearing the following question was asked: If a 
shortage of electricity suddenly develops for one of our major pro- 
duction manufacturers in California — and California has a number 
of them, and something were to happen to the lines, preventing the 
rebuilding of those lines or perhaps building an alternative line 
system, do you feel that you have the authority to override existing 
law, for example, the Endangered Species Act? Would the ESA or 
other laws prevent you from reconstructing the line? I think you 
could override existing law if it were a local community concern, 
but for something that would be a national law like the Endan- 
gered Species Act, could you override that to reconstruct lines if 
our national security were at stake? 

A.l. The Defense Production Act does not contain any authority 
which might be used to override the requirements of laws such as 
the Endangered Species Act, which you noted possibly could im- 
pede rapid restoration of damaged critical infrastructures. The En- 
dangered Species Act does include a process, in Section 7 of the 
Act, for seeking an exemption from the Act’s requirements regard- 
ing threatened or endangered species. However, the exemption 
process is lengthy, and it does not appear to be useful as a basis 
for an expedited override of the Act’s requirements. 
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PREPARED STATEMENT OF SENATOR JOSEPH I. LIEBERMAN 

Mr. Chairman, I want to compliment you and the Banking, Housing and Urban 
Affairs Committee for holding a hearing on this very important issue. I share your 
concerns about the loss to the U.S. economy of most of our high-end semiconductor 
chip manufacturing sector, the threat of the subsequent loss of the semiconductor 
research and design sectors, and the resulting serious national security implications. 
And I would like to add a few thoughts on the subject to your discussion. 

The composition of the global semiconductor industry has changed dramatically 
in recent years. East Asian countries are leveraging these changing market forces 
through their national trade and industrial policies to drive a migration of semicon- 
ductor manufacturing to that region, particularly China, through a large array of 
direct and indirect subsidies to their domestic semiconductor industry. If this accel- 
erating shift in manufacturing overseas continues, the U.S. will lose the ability to 
reliably obtain high-end semiconductor integrated circuits from trusted sources, at 
a time when these advanced processing components are becoming a crucial defense 
technology advantage to the U.S. Experts in the military and intelligence sectors, 
have made clear that relying on semiconductor integrated circuits fabricated outside 
the United States (for example in China, Taiwan, and Singapore) is not an accept- 
able national security option. The economic impact in the United States of the loss 
of manufacturing, research, and design has equally serious implications. 

I would like to direct the Committee’s attention to the White Paper that I am ask- 
ing be included in the Senate Banking Committee Hearing Record, which outlines 
the fact that this off-shore migration of high-end semiconductor chip manufacturing 
is a result of concerted foreign government action, through an effective combination 
of government trade and industrial policies which have taken advantage of opportu- 
nities resulting from market forces and changes in the semiconductor industry. This 
White Paper lists a number of possible actions the defense and intelligence commu- 
nities should consider to prevent this serious loss of U.S. semiconductor manufac- 
turing and design capability. I have also requested that the Department of Defense, 
the National Security Agency, and the National Reconnaissance Office submit a re- 
port and plan of action to respond to this impending national security threat. I have 
asked that this report provide an analysis of the semiconductor manufacturing 
issues that relate to defense and national security, as well as an analysis of the 
potential solutions that are discussed in the White Paper. I hope that the report will 
detail the steps that will be taken to counteract this loss of critical components for 
U.S. defense needs, as well as a timetable for the implementation of such steps. I 
hope that the Banking Committee could consider similar steps. I note that the 
Armed Services Committee Report on the bill we passed yesterday requests similar 
information. 

I hope that we can act promptly to avoid a potential national security crisis in 
terms of reliable access to cutting edge technology necessary to the critical defense 
needs of our country. The loss goes beyond economics and security. What is at stake 
here is our ability to be preeminent in the world of ideas on which the semicon- 
ductor industry is based. A prompt, concerted effort by the defense and intelligence 
community in cooperation with industry can reverse this trend of off-shore migra- 
tion of manufacturing, research, and design that is now under way and that will 
become essentially irreversible if no action is taken in the next few months. 
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The Honorable Donald H. Rumsfeld 
Secretary of Defense 
1000 Defense Pentagon 
Washington, DC 20301-1000 

Dear Secretary Rumsfeld: 

I am writing to you to express my concern about the loss to the U.S. economy of the high-end 
semiconductor chip manufacturing sector and the resulting serious national security implications. I 
would like to direct your attention to the White Paper that accompanies this letter, which outlines 
the fact that this migration of high-end chip manufacturing to East Asian countries, particularly 
China, is a result of concerted "foreign government action, through a large array of direct and 
indirect subsidies to their domestic semiconductor industries, exacerbated by changing market 
conditions. This offshore shift in semiconductor manufacturing is occurring at a time when these 
components are becoming a crucial defense technology advantage to the United States, due to the 
present and future needs of advanced processors in the defense and intelligence communities. This 
White Paper lists a number of possible actions the defense and intelligence communities should 
consider to prevent this serious loss of U.S. semiconductor manufacturing and design capability. 

I request that the Department of Defense submit to me a report, and plan of action to respond to 
this impending national security threat. This report should provide an analysis of the 
semiconductor manufacturing issues that relate to defense and national security, as well as an 
analysis of the potential solutions that are discussed in the White Paper. The report should also 
detail the steps that will be taken to counteract this loss of critical components for U.S. defense 
needs, as well as a timetable for the implementation of such steps. I request your immediate 
attention to this matter and your timely response within 6 months. 


Sincerely, 



Joseph I. Lieberman 
r UNITED STATES SENATOR 


cc: Lt. Gen. Michael V. Hayden 
Peter B. Teets 
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Introduction 

The U.S. is facing an imminent threat to national security as a result of foreign 
government actions that have capitalized on the changing composition of the 
semiconductor industry. Our concern is the loss to the U.S. economy of the high-end 
semiconductor manufacturing sector, the potential subsequent loss of the semiconductor 
research and design sectors, and the grave national security implications that this would 
entail. East Asian countries are leveraging market forces through their national trade and 
industrial policies to drive a migration of semiconductor manufacturing to that region, 
particularly China. If this accelerating shift in manufacturing overseas continues, the U.S. 
will lose the ability to reliably obtain high-end semiconductor integrated circuits from 
trusted sources. This will pose serious national security concerns to our defense and 
intelligence communities. Historically, shifts in manufacturing result over time in the 
migration of research and design capabilities. This is especially true of leading-edge 
industries such as advanced semiconductor manufacturing, which requires a tight linkage 
and geographic proximity for research, development, engineering and manufacturing 
activities. The economic impact in the U.S. of the loss of manufacturing, research and 
design has equally serious implications. 

The Pentagon’s Advisory Group on Electron Devices (AGED ) 1 has warned that 
the Department of Defense (DoD) faces shrinking advantages across all technology areas 
due to the rapid decline of the U.S. semiconductor industry, and that the off-shore 
movement of intellectual capital and industrial capability, particularly in 
microelectronics, has impacted the ability of the U.S. to research and produce the best 
technologies and products for the nation and the war-fighter. This global migration has 
also been discussed in a recently released National Research Council/National Academy 
of Sciences report on the U.S. semiconductor industry 2 , which details the significant 
growth in foreign programs that support national and regional semiconductor industries. 
This support is fueling the structural changes in the global industry, and encouraging a 
shift of U.S. industry abroad. 

Critical National Security Applications 

Studies have shown that numerous advanced defense applications now under 
consideration will require high-end components with performance levels beyond that 
which is currently available. These cutting-edge devices will be required for critical 
defense capabilities in areas such as synthetic aperture radar, electronic warfare, and 
image compression and processing . 3 Defense needs in the near future will also be focused 


! C. Kirkpatrick et at, Proceedings of the Advisory Group on Electron Devices (AGED) National 
Technology Leadership Forum, Microelectronics Case Study, September 24, 2002; Summarized in 
Manufacturing and Technology News, vol. 10, n. 10 (Friday May 16, 2003). 

1 C. Wessner, Ed., Securing the Future: Regional and National Programs to Support the Semiconductor 
Industry, Board on Science, Technology and Economic Policy, National Research Council, 2003. 

3 B. Gilbert et al., “Assessment of Signal Processor Architecture and Integrated Circuit Device 
Requirements for Computing at the Trillion Device Level (DARPA/ETO Advanced Microelectronics 
Program, Report 1)”, Special Purpose Processor Development Group, Mayo Foundation, 1997. The report 
lists numerous applications of advanced semiconductor designs and the vital defense needs fox chips with 
performance beyond present capabilities. 
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on very high performance for missile guidance (“fire and forget”), signal processing, and 
radiation-hardened chips to withstand the extreme environments of space-based 
communications and tactical environments. 4 There are profound needs for much more 
advanced onboard processing capabilities for unmanned aerial vehicles undertaking both 
reconnaissance and attack missions, for cruise missiles and ballistic missile defense, and 
for the infrastructure that connects these systems. 5 ' 6 As the military transforms to a 
“network-centric” force in the future, the DoD’s Global Information Grid will demand 
extremely high-performance computation to overcome the technical barriers to a 
seamless communication network between terrestrial 24 and 48 color optical fiber and 
satellite platforms transmitting in 100+ Mbps wireless. 7 Such performance will also be 
necessary for “last-mile” extremely high-speed connectivity to platforms and to the 
soldier in the field, as well as for the high-speed encryption requirements for a secure 
communication system. 8 Intelligence agencies will increasingly need the most advanced 
chips for very high-speed signal processing and data analysis, for real-time data 
evaluation, for sensor input and analysis, and for encryption and decryption. 9 

As studies for DARPA have indicated, the next several generations of integrated 
circuits, which emerge at roughly eighteen-month intervals as predicted by Moore's Law, 
offer the potential for exponential gains in defense war-fighting capability. 10 It is 
erroneous to believe that future U.S. war-fighting capability will be derived from chips 
one or two generations behind current state-of-the-art technology. Many of the integrated 
circuits and processing platforms that are coming in to use, and which are at the heart of 
DoD defense strategies, are clearly at the cutting edge in their capabilities. 

With the dramatic new capabilities enabled by rapidly evolving chip technologies, 
DoD and the intelligence agencies will need to be first adopters of the most advanced 
integrated circuits, and will be increasingly dependant on such chips for a defense and 
intelligence edge. If the ongoing migration of the chip manufacturing sector continues to 
East Asia, DoD and our intelligence services will lose both first access and assured 
access to secure advanced chip-making capability, at tbe same time that these 
components are becoming a crucial defense technology advantage. Informed elements of 
the intelligence community therefore have made clear that relying on integrated circuits 
fabricated outside the U.S. (e.g. in China, Taiwan and Singapore) is not an acceptable 
national security option. 


4 J. Egan, Proceedings of the Space Environmental Effects Working Group, NRO, November 4-7 2002. 

5 L. Cemy, “Future Air Force Requirements for Receiver and Exciter Component Initiatives on Aerospace 
Platforms”. Proceedings of the DARP A/Defense Science Research Council (DSRC) Conference “National 
Security Issues Associated with Low Volume Fabrication of Integrated Circuits in High Volume First-Tier 
Fabrication Facilities”, December 4-5 2002. 

6 Kirkpatrick, op.cit. 

7 C3I/CIO [DoD], “Implementing the Global Information Grid Architecture - Power to the Edge”, (Jan. 
2003). 

8 Ibid. 

9 R. Price, “NSA’s Leading Edge Microelectronics Foundry Requirements", Proceedings of the 
DARPA/DSRC Conference “National Security Issues Associated with Low Volume Fabrication of 
Integrated Circuits in High Volume First-Tier Fabrication Facilities”. December 4-5 2002. 

10 Gilbert, “Assessment of Signal Processor. . .” op. cit. 
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Economic Importance and Changes in the Semiconductor Industry 

The influence of the semiconductor industry to the U.S. economy in the last 
decade is difficult to overstate. The U.S. semiconductor sector currently employs 240,000 
people in high-wage manufacturing jobs, and had sales totaling $102 billion in the global 
market in 2000 (50% of total worldwide sales). In 1999, this sector was the largest value- 
added industry' in manufacturing in the U.S. - larger than the iron, steel and motor vehicle 
industries combined. 11 The productivity growth in the U.S. in the 1990s was due in 
significant part to the computer production and advances in information technology that 
depended on the semiconductor industry. 12 The economic implications of the potential 
migration of high-end semiconductor chip research, design and manufacturing to off- 
shore facilities has the potential to cause (and, it could be argued, is already causing) 
long-term damage to the economic growth of this country, with corresponding national 
security ramifications. 

A fundamental change in the semiconductor industry has been, in very simplified 
form, that the price to performance curve has reduced revenue in the industry 
dramatically over the last decade. During the early 1960’s, and continuing until about 
1994, the compound annual growth rate in revenue of the industry was 16%. From 1994 
to the present, the growth rate has been approximately 8%. 13 This situation is combined 
with the very large costs associated with the development of new 300mm fabrication 
facilities (“fabs”), as well as the increasing complexity and cost of research and design as 
the industry must develop methods other than the traditional scaling methods (making all 
aspects of the chips smaller and smaller) in order to increase performance. These factors, 
and the current recession, are driving the industry to consolidations. As those 
consolidations take place, new business models, such as fabless companies and consortia, 
come into play. 

A Process Driven by Government Policy in Reaction to Market Forces 

The principal reason that China is becoming a center of semiconductor 
manufacturing is the effective combination of government trade and industrial policies 
which have taken advantage of opportunities resulting from market forces and changes in 
the semiconductor industry. In a sector characterized by rapidly increasing capital costs 
and the need to have access to large, rapidly growing markets, such as China’s, Chinese 
government policies and subsidies can decisively change the terms of international 
competition. The impact of these incentives is accentuated as a result of the multi-year 
recession, which has sharply reduced revenue and increased the competition for markets 
to absorb the industry’s characteristic high fixed costs. Government policies in Taiwan 
were already drawing new manufacturing capability, as well as tool and equipment 
makers, to its science and technology park complex. However, in the last two years, 


" C. Wessner, “Sustaining Moore’s Law and the US Economy”, Computing in Science and Engineering, 
January-February 2003 

12 D. Jorgenson and K. Stiroh, “Raising the Speed Limit: U.S. Economic Growth in the Information Age”, 
in Measuring and Sustaining the New Economy , National Research Council, 2002. See also S. Oliner and 
D. Sichel, “The Resurgence and Growth in the late 1990s: Is Information Technology the Story?” J. 
Economic Perspectives, v.14, no.4, 2000. 

13 E. Ross, Future Fab Int., Gartner Dataquest 2001 
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Chinese policy has resulted in a sharp upsurge in construction of fabrication facilities in 
that country, with plans for a great many more. 14 

The U.S. high-tech industry has been in a recession the last two years, with 
sharply reduced sales and severe losses. The number of state-of-the-art U.S. chip 
manufacturing facilities is expected to sharply decrease in the next 3-5 years to as few as 
1-2 firms that now have the revenue base to own a 300mm wafer production fab, and 
likely less than a handful of firms. 15 Although the U.S. currently leads the world 
semiconductor industry with a 50% world market share, the Semiconductor Industry 
Association estimates that the U.S. share of 300mm wafer production capacity will be 
only approximately 20% in 2005, while Asian share will reach 65% (only 10% of this 
from Japan). 16 The remaining state-of-the-art U.S. chip-making firms face great difficulty 
in attaining the huge amounts of capita! required to construct next-generation fabs. This 
situation stands in contrast to that in China. To ensure that they develop the ability to 
build the next-generation fabrication facilities, the Chinese central government, in 
cooperation with regional and local authorities, has undertaken a large array of direct and 
indirect subsidies to support their domestic semiconductor industry. They have also 
developed a number of partnerships with U.S. and European companies that are cost- 
advantageous to the companies in the short-term. The Chinese government is successfully 
using tax subsidies (see below) to attract foreign capital from semiconductor firms 
seeking access to what is expected to be one of the world’s largest markets. This strategy, 
which is similar to that employed by the European Union in early 1990s, is a means of 
inducing substantial inflows of direct investment by private firms. Indeed, much of the 
funding is Taiwanese, driven by the tax incentives and their need for market access, 
especially for commodity products such as DRAMs. The strategy does not rely on 
cheaper labor, as that is a small element in semiconductor production. 

The Chinese are, however, able to increasingly draw on substantially larger pools 
of technically trained labor as compared to the U.S., from the large cohorts of domestic 
engineering graduates. 17 Importantly, the output of Chinese universities is supplemented 
by large numbers of engineers trained at U.S. universities and mid-career professionals 
who are offered substantial incentives to return to work in China. These incentives for 
scientists and engineers, which include substantial tax benefits, world-class living 
facilities, extensive stock options taxed at par value, and other amenities, are proving 
effective in attracting expatriate labor. They also represent an important new dimension 
in an accelerating global competition for highly skilled IT labor. 18 

The immediate and most powerful incentives for a highly leveraged industry are 
the direct and indirect subsidies, including infrastructure needed for state-of-the-art fabs, 
offered by the government. For example, the Chinese central government has undertaken 
indirect subsidies in the form of a substantial rebate on the value-added tax (VAT) 


14 C. Wessner, Securing the Future... op. cit. 

15 W.Siegle, Chief Scientist, AMD, “Deconstructing the Computer” citing Gartner, McKinsey analysis, 

Feb. 28, 2003 

Semiconductor Industry Assoc.(D.Hatano), “Fab America - Keeping U.S. Leadership in Semiconductor 
Technology Strong” pp. 9,15 (citing International Sematech data). May 9. 2003 
11 Ibid. 

18 T. Howell, “Competing Programs: Government Support for Microelectronics," in Securing the Future: 
Regional and National Programs to Support the Semiconductor Industry, National Research Council, 2003. 
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charged on Chinese-made chips. 19 While many believe this is an illegal subsidy under 
GATT trade rules, the impact of the subsidy on the growth of the industry may well be 
irreversible before — and if— any trade action is taken. There are a variety of other 
documented measures adopted by the Chinese government. 20 The development of special 
government funded industrial parks, the low costs of building construction in China as 
compared to the U.S., and their apparent disinterest in the expensive pollution controls 
required of fabrication facilities in the U.S. all represent further hidden subsidies. The 
aggregate effect of these individual “subsidies” may be only a few tens of percentage 
points of decrease (literally, only 20-30%) in the manufacturing costs of the chips, but in 
such a cost-driven industry, this difference appears to play an important role in driving 
the entire offshore migration process for these critical components. Essentially, these 
actions reflect a strategic decision and represent a concerted effort by the Chinese 
government to capture the benefits of this enabling, high-tech industry, and thereby 
threatening to be a monopoly supplier and thus in control of pricing and supply. 

It is therefore important to understand that the current shift in manufacturing 
capacity to China is not entirely the result of market forces. It is equally important to 
recognize that even if some residual U.S. manufacturing capacity remains after this large- 
scale migration takes place, the shift of the bulk of semiconductor manufacturing will 
severely constrain the ability of the U.S. to maintain high-end research and development 
capabilities. Such directed government support has proven itself to be a severe threat to 
U.S. industry. For a variety of reasons, the U.S. government has never been able to 
provide such coordinated support The results of this deficit have been devastating. The 
idea that national governments cannot contribute to the health and direction of such a 
“consumer based” industry is unfounded, particularly given the national security 
implications. 

A Plan of Action 

The stakes are real. The time for the country to react effectively is limited. There 
are things that can be done. If these steps are taken in a timely fashion, the collective 
impact of the measures will be more powerful in maintaining reliable first access to high- 
end semiconductor chip design and manufacturing in the U.S. These could include: 

• Active Enforcement of GATT trade rules. Currently the Chinese 
government is providing a 14% rebate on VAT to customers who buy 
Chinese-made semiconductor chips, essentially providing a large subsidy of 
their domestic industry in clear violation of GATT rules. 14 Thus, U.S.-made 
chips would pay a 17% VAT, and Chinese-made chips would pay a 3% VAT. 
Given the tight price competition of chips and the growing importance of the 
Chinese chip market, this is a very significant step towards ending U.S. 
production. It is important to ensure that GATT rules are properly enforced in 
this instance, and not allow government imposed advantages for foreign 
competitors to damage U.S. manufacturers. DoD should insist that the U.S. 


19 Letter from the Semiconductor Industry Association to the United States Trade Representative Robert 
Zoellick, dated December 12, 2002. 

20 T. Howell, “Competing Programs...” op cit. 
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Trade Representative undertake prompt bilateral negotiations to remove these 
measures. 

• Joint production agreements. With the current downturn in the high-tech 
sector, it is probable that many chip manufacturing companies will be unable 
to acquire the necessary capital to invest in the $3+ billion required for new 
12-inch wafer advanced chip fabrication facilities, which are radically 
increasing in cost. Title 15 of the U.S. code (sections 4301 through 4305) 
gives private technology companies facing global competition the ability to 
enter into joint production ventures with a waiver of certain anti-trust laws. 
Under this provision, a group of companies could consolidate assets into a 
small number of chip fabrication plants, which could be jointly run by a 
cooperative of two to five companies. This cooperative investment in a fab 
could sharply reduce the risk and cost to each participating firm, and their 
agreements to purchase chips from the new fab could be the basis to obtain 
financing. The Department could encourage this kind of venture and offer 
contracting opportunities to meet DoD’s own chip-making needs, thus being 
an additional guarantor of demand. 

• Business models. A variety of creative business models exist which can help 
the Department and intelligence agencies obtain improved access to advanced 
manufacturing lines. The Department and intelligence agencies can enter into 
agreements with a number of U.S. -based chip manufacturers within the 
context of one of these models to the mutual benefit of all parties. DOD 
should contract with selected U.S. fabs for long-term access, using any one or 
more types of contractual vehicles (such as “take or pay”). DoD should also 
direct its aerospace end-users to employ the services of these domestic fabs. 
While DoD, NSA and NRO are only a very small piece of the semiconductor 
market, they can still use their residual contracting power to encourage 
retention of U.S. advanced chip manufacturing in a coordinated way. DoD and 
the intelligence agencies must pursue this avenue of creative government- 
industry cooperation, and must do so soon, as time is not on the side of the 
U.S. industrial base or the U.S. Government. It is important to note, however, 
that even a much stronger and better coordinated effort in this area alone will 
not resolve DoD’s problems because over time without a strong domestic 
commercial semiconductor industrial base it will become very difficult for 
DoD to retain access to state of the art chips. DoD requires an industry with 
technology leadership, not just its own short term supply fix. 

• Encourage tax incentives for U.S. investment. As the next generation of 
chip fabrication facilities can cost at least $3 billion per plant, the 
manufacturing sector will require assistance in acquiring the investment 
capital necessary to develop the manufacturing capabilities for cutting edge 
semiconductor chips. DoD and the intelligence agencies should work with 
industry and propose targeted tax incentives, possibly in coordination with 
state and local government financing, to assist in meeting these investment 
costs. As noted above, these efforts cannot be delayed into the out-years, as 
time is of the essence. 



58 


• Increase Science and Engineering Graduates. The unprecedented technical 
challenges faced by the industry will require technically trained talent to 
provide solutions to these problems. In order to effectively compete against 
the concerted effort by the Chinese to capture the semiconductor industry, it 
will be necessary to counter the growing disparity of trained talent in both 
physical sciences and engineering between East Asia and the U.S. 21 Incentives 
need to be created for increasing university student training in these fields, in 
particular, of students who are U.S. citizens. The training over the past two 
decades of East Asian students in American universities, who increasingly 
return to their country of origin, is a partial cause of the present situation. 
Additionally, efforts need to be undertaken to encourage their retention in the 
U.S. Overall, DoD should focus on programs that increase the number of 
science and engineering graduates at the B.S. and M.S. level needed to 
provide the technical capabilities for the semiconductor industry. 

• Increases in Federal Funds for Research and Development (R&D). Levels 
of federal funding in the U.S. for research on microelectronics have been 
steadily decreasing, while at the same time, competitors in Asia and Europe 
have dramatically expanded public support for semiconductor R&D. 22 This 
decline in U.S. research support is of particular concern because the industry 
is increasingly addressing extremely complex technical challenges for which 
no solution is readily apparent. The following points highlight this need for 
restoration of funding and describe possible steps that could be taken: 

a. DARPA’s annual funding of microelectronics research and 
development - the principle channel of direct federal financial support 
in this area - has declined since 1999, and is projected to decline 
further. 23 DoD should consider restoring this funding. 

b. SEMATECH, the private industry partnership with government which 
was created to help revive the weakened U.S. industry in 1987 through 
collaborative research and pooled manufacturing knowledge, was 
provided with government funds of $100 million per year, fully 
matched by industry funds. Since 1996, SEMATECH has no longer 
received any government funding. Originally an entirely U.S. 
endeavor, SEMATECH has now had to become “international” to 
remain in operation, thereby destroying its original U.S.-centric focus. 
DoD should consider alternative mechanisms for cooperative R&D 
efforts with industry in critical research areas. 

c. In the current harsh financial climate of the U.S. high-tech industry, 
the private sector will not be able to continue an adequate investment 
in research and development - there have in fact been widespread 
anecdotal reports of major decreases in R&D efforts in the U.S. 
commercial electronics industry. The need is developing for 
processors based on the next generation of silicon chip technology 
(referred to as the “90 nanometer” generation), and the U.S. could find 


21 C. Wessner, Securing the Future... op cit. 

32 Ibid. 

23 C. Wessner, op cit., “Sustaining Moore’s Law... 
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itself without a domestic manufacturing base, as the research for that 
technology generation should be under way now. The area of non- 
silicon semiconductors, which offer a level of speed performance 
exceeding that of silicon components, is clearly under-funded. For 
example, research is needed on nano-electronics, such as alternatives 
to silicon CMOS through nanotubes and nanowires. This technology 
will be important for next-generation military communications and 
radar systems (operating in consort with advanced silicon processor 
chips). Here too, the DoD must find ways to assist the U.S. non- 
silicon semiconductor manufacturing base by further encouraging 
R&D appropriate to DoD requirements, 
d. I urge the Department and intelligence agencies to support increased 
government funding for R&D of advanced chip technologies, and also 
to support the development of new DoD-specifie chip designs within 
the aerospace industry, which, like the fabs, are losing their 
capabilities as the chip designs themselves are increasingly conducted 
overseas. DoD's decades-long role in the support of such research has 
diminished in recent years. Rejuvenation of this long-standing DoD 
role in advanced R&D would help to assure that U.S. industry, to the 
extent that it can be retained, will lead the future shifts to the most 
advanced chip technology which DoD will need. 

• Cooperative Research Programs. Programs such as die Focus Research 
Center Program (FRCP) under the Microelectronics Advanced Research 
Corporation (MARCO) seek to overcome the growing challenges companies 
face in advancing microelectronics technologies through government-industry 
partnerships that focus on cutting-edge research deemed critical to the 
continued growth of the industry. The government’s share of funding (25%) 
of this cooperative program has been supported through the Government- 
Industry Co-sponsorship of University Research (GICUR) program within the 
Office of Secretary of Defense. The funding targets for this program as 
outlined in the original ramp-up plan have not been met. In fact, this program 
has been zeroed out of the administration's FY 2004 budget. DoD should 
ensure that funding levels for this vital area of government-industry 
collaborative research be properly supported, and that when U.S. universities 
are the recipients of such funding, the training of U.S. citizens (in contrast to 
foreign students) is strongly emphasized. 

• Survey of Trade Practices. DoD should survey all possible technologies that 
the Chinese government may be targeting for subsidies that would assist in the 
transfer of U.S. chip-making and related fields to China, and then develop a 
list of those subsidies that are in violation of GATT trade rules and seek 
USTR action For those that are not in violation but nonetheless create a 
competitive “edge” for China, The Department and the intelligence agencies 
will need to develop counter strategies. . The focus should aim to strengthen 
the entire electronics and IT “food chain” - from semiconductor 
manufacturing equipment to semiconductors to computers and systems. This 
will require broad interagency coordination and cooperation. It would 
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probably be necessary to form such a “tiger team’’ immediately, and to 
provide that team with the authority and resources to act to stem the 
deterioration of our defense-critical on-shore infrastructure. 

• The Semiconductor Equipment and Materials Industry. Over the last 
decade a fair fraction of US semiconductor tooling and equipments capability 
has migrated off shore. This has been particularly true of the “high 
technology” end of the business - advanced lithography. The migration has 
had a significant impact on our ability to guide and direct development in the 
chip economy as a whole. For example, when ASML (a Dutch firm) took over 
SVG-L (our last cutting edge lithography stepper supplier) the personnel base 
at the former SVG-L site, in part because of the recession, was reduced, and 
some advanced product development shifted to Europe. Along with the sale of 
SVG-L, Tinsley, an SVG-L subsidiary, which is the world’s premier supplier 
of aspheric optical components widely used in defense surveillance systems, 
was also conveyed to ASML. Lithography patent battles that could affect sales 
and services to U.S. chip makers using equipment from either of these 
companies are continuing. 24 As another example, it is generally accepted 
throughout the industry that the photomask is a key gating element in 
semiconductor development today, and that mask development is one of the 
largest challenges currently facing the industry. The cost of photomask 
infrastructure development is currently outstripping available R&D resources 
by a factor of 4 to 5. A recent SEMATECH study indicated the shortfall at 
approximately $750 million. Outside the U.S., this shortfall is being met with 
Government sponsored development activities in hopes of taking over the 
market. A small number of U.S. merchant mask companies are currently 
spearheading an effort to establish a pre-competitive R&D activity focused on 
U.S. mask infrastructure development. The need, supported by SEMATECH, 
includes advanced tool evaluation and development, along with materials, 
metrology, and standards activities to improve future photomask 
manufacturing capability. The goal is to accelerate leading edge photomask 
infrastructure capability on-shore by building on prior and current mask 
industry investments. DoD should give full consideration to supporting this 
effort for a U.S. mask consortium. Overall, the “tiger team” should survey and 
make recommendations on what can be done to stimulate and grow what is 
left of the on-shore semiconductor equipment industry, including masks and 
lithography. 

Necessity of Comprehensive Action 

If DoD and the intelligence agencies lose commercial advanced chip production 
capability, off of which they have sharply leveraged over the past two decades to greatly 
reduce their costs and to improve war-fighting capability, the ability to benefit from such 
cost-saving relationships will be permanently lost. DoD can attempt to achieve temporary 
solutions, such as building its own next generation government-owned chip fabrication 
facility, but this is likely to be both expensive and ineffective. If the best research and 


24 United States International Trade Commission, Investigation Number 337-TA-468 



61 


design capability shifts to China along with manufacturing, this approach will not work 
past the next generation or two of semiconductor chip production. In addition, such 
temporary solutions are not only unworkable over time if the U.S. wishes to retain the 
best capability that is required for defense and intelligence needs, but will be far more 
expensive than the solutions proposed above. This is because the opportunity to leverage 
off the commercial sector (an approach which the DoD and intelligence community rely 
upon at present) for new advances and cost savings will be lost. The U.S. policy goal 
should not be to seek to prevent China from obtaining significant chip-making capability 
in the very near future. That will happen. The issue is whether the U.S. can improve its 
competitive position and remove unfair distortions in order to retain significant on-shore 
manufacturing capacity. 

Conclusions and Further Action 

A prompt, concerted effort by the defense and intelligence community can reverse 
this trend of off-shore migration of manufacturing, research and design that is now under 
way and that will become essentially irreversible if no action is taken in the next few 
months. I am requesting a report and plan of action from DoD and the intelligence 
community, based on the steps enumerated above, on how they will act to prevent the 
national security damage that the loss of the U.S. semiconductor industry will entail. 

The loss goes beyond economics and security. What is at stake here is our ability 
to be pre-eminent in the world of ideas on which the semiconductor industry is based. 
Much of applied physical science - optics, materials science, computer science, to name a 
few - will be practiced at foreign centers of excellence. This stunning loss of intellectual 
capability will impede our efforts in all areas of our society. 

I hope that by bringing attention to this matter, we can avoid a potential national 
security crisis in terms of reliable access to cutting edge technology necessary to the 
critical defense needs of our country. We are being confronted by one of the greatest 
transfers of critical defense technologies ever organized by another government and the 
time for action is overdue. 



